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Investigation of an Attack Model and Percolation

of Interdependent Networks

CHEN Chui-bo's, YANG Chun's FU Chuan-ji?,
YANG Cheng-cheng', CHEN Xiao-long'

1. School of Mathematical Sciences , University of Electronic Science and Technology of China, Chengdu 611731, China ;

2. School of Physical Electronics, University of Electronic Science and Technology of China, Chengdu 610054 , China

Abstract: To study the targeted-attack problem in independent networks, we propose a general targeted-
attack model. Based on the oretical analysis and numerical simulations for two completely and randomly
coupled ER networks in an investigation reported herein, we found that the independent networks were
quite vulnerable, but their robustness could be improved by protecting the nodes with high degrees, or
with high-degree independent nodes. Specifically, the results were: D In the coupled ER networks, de-
creasing the attacking probability of high degree nodes would reduce the damage to the networks, yet no
effect was observed when the attacking probability declined to a certain value. @ For the coupled SF net-
works, the robustness of the independent networks could be improved only by protecting the nodes with
high degree simultaneously in the two networks. &® The above methods could not completely resolve the
failure cascading, indicating the vulnerability of the independent networks. @ For the coupled ER-SF net-
works, the high-degree nodes of both networks should be simultaneously protected, though the low attac-
king probability of the nodes in ER networks was more efficient to improve the robustness. The targeted-
attack model described in this paper is more close to real attacking situations, thus can provide a valuable
guide for the study of the robustness of actual independent networks. Moreover, the results are expected to
be helpful for the construction and maintenance of independent networks.

Key words: interdependent networks; targeted-attack; percolation; robustness
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