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An Access Control Scheme with Attribute

Revocation for Logistics Big Data

GONG Ge-cui's, MA Lei?

1. Construction Office of Demonstrational School , Beijing Polytechnic , Beijing 100176 , China ;
2. College of Telecom Engineering s Beijing Polytechnic , Beijing 100176 , China

Abstract. Logistics big data, which contains information such as customer profile and logistic status, is of
great use for logistics companies, manufacturers, dealers and other enterprises. Nevertheless, leak of lo-
gistics big data may bring serious security risk to the customer and the logistics company. To ensure that
the logistics big data is securely and effectively delivered to enterprise users such as manufacturers and
dealers, a fine-grained access control scheme with attribute revocation is proposed in this paper, based on
the audit center and CP-ABE (ciphertext policy attribute-based encryption) technology. A security analysis
demonstrates that the proposed scheme can achieve fine-grained access control, collusion resistance, priva-
cy preservation and secure attribute revocation.

Key words: logistics big data; access control; fine grained; attribute revocation
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