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Research of Improving the Algorithm of DES Subkey Usage Order
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Abstract: The data encryption standard (DES) is liable to suffer from exhaustive attack. Through DES al-
gorithm analysis, this paper puts forward two improved schemes based on grouping and Hash function to
solve the defect. First, exclusive OR (XOR) is performed on the plaintext and the key. Then, according to
the grouping result or the comparison times in Hash table lookup, and combined with affine transforma-
tion, the improved algorithms determine the subkey order. Finally, RSA is used to encrypt the subkey or-
der. With the proposed algorithms, different input plaintexts cause different subkey orders, so every crack
needs 16! exhaustive searches. Consequently, the ability to resist exhaustive attack and chosen plaintext
attack is improved and the security of DES algorithm is enhanced.

Key words: data encryption standard (DES) algorithm; grouping; Hash function; affine transformation;

RSA algorithm; improvement of the subkey order
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