% 39 K% 7 M B K FF R CERAF R 2017 %7 A
Vol. 39 No.7 Journal of Southwest University (Natural Science Edition) Jul. 2017

DOI: 10. 13718/j. cnki. xdzk. 2017. 07. 023

ETREBTENERKSEY
RNWBBERN T E

REF . AFA. AEE
KoL BEE, 4 R

1. R A E S E B TSR, EK 4000655 2. mHRMEH A2 A aifb2ps. &K 400065;
3. TWEBHEEARARMFREE, JLat 100033

WE: AR MBLERR P A TRAOAKT S ELALSREZEERRANZLEEREAL, RALZALT
BEXREGPAA, RE—FATRAESHENZEEZREARBEMN %, @3 KRB EAZTOLT4E, X T
BEFLENBHRETA; ARNKECHETRBRTRE> BN, SR XEREN, ZF ERRHE
42t TELNET,SSH,FTP #o RDP 4 ¥ 69 £ ALK 5 A X A B AAT A, JF s BUF RAK T 9896 69 4d il 4 4 &

X 8 W RARM; AETHIE; FhSE; WERA

FESZES: TNIIS. 08 XHkARERD: A XEHS: 1673 -9868(2017)07 —0149 - 06

Wt 5 7% 2l LI 9 1) PR e JRE N AT i 2 ol T A R A B I 55 L R R B A R BLAE R G
Hh ) B R RN R L TR 4 P R KA R S R 0 D B, A T I R T e R T A SR K S AT S AR
B3 O A5 R P B g A AR T IR B B, R O A S K B R RE A K S S R A 4 I
P AN MR BB s R GE . dEmigAs i 2B 6 TR, kil EALECRSE . 23 BUT ™ SR Uk
B ATy o8 190 265 22 T e = R KURR: 9 AT 4

U 2014 AF3E R W] dcloud s e AP BE R 18 3 1 i e 0l o R T B 0 B A D B 1 TR AR R 29 Tk
Al 4F 3 BRI TR ol 12306 18 848 12 (R T B 1 —BlO Zoly . Gl 10 D AR B ER. B H AT Ak, 2
JIWESRAE Dy B W 4 22 Ax i R Ui T BrZ —, AR T R A ek O 5, T E RN R R 42 4

1 SEIRGIEDE NN

AR, BN, B ARG R N T — RSB 5 T D ey AR I 7 vk, LR R T H R T A
TALER AT T 0 B D BRI Oy vk AL X BB AT I MR S [R] fR B A3 BT SRR T AR R R D
T PRI O A 1 5 12 (ELJ B P P o8 B R P 10 oA L R T A5 PR IS PN 8 In % Qe AR e H AR
D7 R ORI 2 AT OR L TR AL T R R B0 Sl B L R AYRIE Y A T AT X AR, (H S
S B X 22 B bR SR SO R IR AE Y, Xt T R T WA AT R A TR ML

AR SCET R AT 0 AN Tk B R . WA R A A RE B Ml A O s 4R — R T R AR AR Y
B IR IN T %, REA R A I R

© W AW, 2016 -12-13
HAWH. HEH-PEB A5 ES T H (MCM20150202) 3 B %K H R B F R 25 4 W H (6117029) 5 5 P17 ¥ Z AL #F i A
(KJ1602201).
fEE AN BB 1971 ), &, mFMEA, SMRTERN, BLP5RAERN, ERNFELBERE. FRLELFIR.



2 THRFFHOGARBF R http://xbbjb. swu. edu. cn % 39 %

2 BERXRWKSELENEMAEIHE
2.1 BERRHFME
N7 T R AR P 4 3 {5 I 2% a5, T 5 2% SE AL IE) AT REAE AR Ik — A R . #E TCP/IP Bl , iz
i J22 (8 FH TP Mtk 0 PR 8 o 11528 X 43 EAIL A AS ] E AR L 38 o X K a S0 B4l 0 B P60, IE R A AR
B EHLIE] A R AR e — A A, DR B (AR B et v, BGEF It sk W, &1
WIS A i BT Yoy s DL SSH BRSO ), 81 1 02 Bk K 0E 8 {5 E AR Ao L .

T LT UL, ED R P — A R % 3 B 201 s
-, v SV Ny N r —— — ‘#%
1 min B 2 4 B A ok O 3 5 R I 18 D REEE

SO I 3 R 0 R 0 S WO L ] T MR
(R BU R 2 1 SITT , it S A zw
W ATFEFE S — A B i R SR B H AR AL, ol F AE NaW
T A, Bl e N T AR £, BT LT
Tty AR b A S T O S T T IR E A P R
I, A SRR I R AR AR R, P R R
B2 LA — YR B R P AT IR R R
fE. B 7 SSH Wpid LI 4, TELNET,FTP,RDP i {55
s A FE X R L T R, R E 7 o A 2 5 T i g 1
g, FHLR BT AR AE R AL, S BE fE RR AR 1 B0E A OO, L T AR T v )
SEEAT NI, B E— 25 o BT BE AL RRAE

3BT SE AL ] A 388 A A R A X (B L B AT e BT, B RRANE .

HB1 G T BB S M EE . L min FAAAETE R peap XM N, (G=1,2,3,).

FB|2 AN N, PR TOOCA G TP Mihk | PR 0. B IP dhhk o H A s H R HZE RO,

SB|3 A N, BSOS EE L, KRR A A IRTE TP B H A TP A SR 4 5 o — 4.

S|4 RGOS AR P,
2.2 HIEGYE

JIT A A TRRR )L A 306 1) 00T 1S A2 L 43 L (I TP SR 450 A% 326 BT 1Y) o 1153 LR 08I 2 U390 A )
SITEAL I — A5 B 3 3 43 AT R o 1 1E R SO R SR B A Sk s R LS R RO AR A T Y R
HERR R AL B A AR SR A GETH LA . T I H P A TPORAE AR X R A . AT DL ) S T O Sk A ROk 4
M 5 AEAE G TR AR A O J a2 52 T 0 M AR B, LA 32 Jy /it SSH B R . A S i T Hydra, Bruter,
Neracker 3 5 J3 8 fft A 20 AT 3086 . IR0 IE 5 F P 8008 A7 %0 B, 18] 2 02 A () 45 5 T B8 40 57 2 K /N B
i ) F 725 Ak s .

B 2 FTLUE Wy RSSO0 R, A48l A 8 7 1 0K /N 25 R fif T ) o B0 AS T kA A A, (R
e 3 1) — o T8 i R A 0 TR /IN AN 23 BRI Bl s i IE R SE AR T, B KON R B AL AL L R
Gl A, Wi AR, SR, R A S A 2 R, o R R AR A PR A A B AR R b, LU
210 AR SSH A, B3 J& A ) do o 15 T8 4 b a0 72 10 7 35 2 A 8K

BT SSH WpYER W% . TELNET.RDP.FTP Hpisl i 5 1 0l i 0 A7 A6 2L e i B, nl LA i 4 i
ZAN S G0 T TR P B 1) I S0 R A Sk S 1T 2 T S 1 A

o3 A 2 T H a2 A BN DR ST SRR UE AT B0k . A AT RE IR M S 1 O SR R BR AR A
TE) B S 7 2 CBD SR A R R Ry 0 BB ) o KSR o] LA i e 3 A & B e A7 o8

F VB U sh 1 e R R AT G A B, FI A RN

HB1 fHIE T BIMBOR M5, LA min FAAELE N peap UM N, (i=1,2,3,++).

W2 N N, P TOCH G TP Mk . Wm0, HAY IP Hbhk . B 6y H A 2 0.

HEH/A

SN
)]
)]
@
&
)]
@
- 5}
@
$
- ®
&
)]
@
&

A &) /min
Bl1 BEREFEBEEHBHIIE



%7 MEZ, F A TREHFEGERIKT F R M SCE AN % 3

B3 ORE N PEAA MBS, IR A, AFEE TP 2 H By 1P A9 K (00 o — 4.
B4 MR E R A I S N T BB, ISR I R, =

1k
w
1B
w

LR T e 8, =

250 600
—+— Bruter
—=— Ncracker
200+
g
| <
Elw- oBe o000 %
K q
® 1000\, _==% EN
H— = | F 5 aﬂ
= —+— Bruter i3]
o 50f —=— Ncracker
—&— Hydra
—8— Normal
0 5 10 15 20 25 30
A ji8) /min HY 8] /min
B2 80FEHXNELHEREZLE B3 #EFHEZEHTHE

3 KRG ENHEE
3.1 HREERN

DL A Hr el i, IR E TR ENLRGEAE SRR P, D HRRE . HECEE EP O 15 2R
7 N AFAE R W] REVE AT B EOSE e, AT AR 4 i R BCH B A5 40 2 A5 1P, <5 B}, AHfiE & & 5
B A — DRI s P =5 I Oy B ) AR Mo s e a3 9T DAk K o B I ) e B AL . it
B, AR, e e 2 DRI E LS, AT DL RIRAF LA 0 B BUEFEAS
XFEAEZ 5 E AR RE AR IR R 221, 7T LUGHEAT T — 20 B 40 i RR AR A 0
3.2 HIEERELN

F RT3 43 BT T 00, T W i v A A B L B S B R e, R RS R ALK, e Eh R, w6, B
hAEE /. 8t AR 25 T DUA R B sh K, BRifERE o R

N —
o= ALEDQn——X)Z (D
N =

o N CRREARAR. X REAC I L A v 2 BN PR 3 B D S R BN, — A o, TR oy
Ho, NFEME op BN R A T2 SIBEMEAT R, BN IE® . 25 F M, N #K o /N5 g5 R
(0 B SR R B N A 38 K 5 A0 Bkl e 14 P REME B K, TR R B — AN A E R N BE AT DL AR TE o
T 8, L UE 4 Y A A AT REE IR, AE ISP, <5 B A St A A O ARG D L I s A 0 R 2l
10~50 YK /min, A2 1 min P A 55 (7 BRI 6 57 400 20 250 5 %% % 19 P BB R 0. 001 % ~0. 005 %, 3 5 51
B, M N=5#F, o DR AR IE IR A6 R . M0l B9 s Zh A 0. 005 % ~0. 025 % , i HL bl % 25 1 5 3
OB | WO 7 S e R Y e N 1 G 1 0 N = o N I 0 =7 O ST /07 N i M =
AR .

1) BB A TR AL B, 45 3 Y HT 4 B A M L, R,

2) 3 ARG AL P SRR, R 5 AR BRI, RARAEREAR . BT AL o, Mo, B
YL RARAE 5 ANBEAR CYRTREAR N L FT 4 DREAS) o 2450 4UA B RE A (R A7 SE R B, I Bk 5 & B R AR

3) o, Mo, H5BMHop,0r AL, AL /N TR AN E WAFTERTIWARAT I . B WRFEAE R

) FIEAAAESH G o A TEORAEHTR BREAS 7SR (i FH 25 2 045 5 0 5k o D) ke S BB 5 8 M AR 2 75l L AT
S tby FOHHNE N S WREA S R AETE S



4 THRFFHOGARBF R http://xbbjb. swu. edu. cn % 39 %

5) HHENFHKIERE G, YA R, #REAT 1 min BN, 153 1) —5).

Wi e T AETE 2 IR AT NG, I 5 BRI W I 22 1 8008 2 75 o0 S Bt . O TSR, TR S B
REA AT 2 i R 9 D0 R ) W 2 75 Sk S B3OH . AR SO T 5 S REAS Sk K R D B RR AT ORI R AR FEAR R
A T LARE ¢ 43 A I SE B 1R 22 0 AT R ) W S S RN = A R ) A A C P B 22 R RO A L A
Wi 2L BT

1) 2 AR A BEAN REAE B BR 22 o,

2) W B Iy L o )

\xj*;\>K(n,a)o‘o (2)
BB Kb o, HRRREAR M, = MRS E RS HMREA) . K (ny o)k ¢ 435 WA 3 2 50 Gl
1 A ) O v A 06 R R AR . o WEEARAN BRI n=5) . o N B E K.

3) WER (O AR, N 2, IR 5 8l . B0, o, S IEw s,

ATRVE ) K /N s E a0 R T R, K (B K2 5 o i aE o 850 i 1= ). AR SCR 56
T a=0.01(K=06.53)5 a=0.05(K =3. 56) B ARl 3, &I IE G R MIRAPREA KK, BRI IER
s W SR BERLIY . K 093G IR I 6 B0 S5 e R, i LA SO @ = 0. 05.

3.3 KWilAEMEZR

MR 1R T7 7%, R Python 15 5 S35 ) 0 SOl (R I R 8. % R 40T F T & B pL 28 ) ok fie A

A B ST REAT . A peap A6 CHBOIE AL, B b AL B T REREAT O G TP A A AR an Bl 4 TR,

| wAsmmnsme |

v
BETIRAAEE, B minJgafi,
HEFENRITE

v = #w e =
HH AT NIIRR i
ERBEN TR O
R
> TR —

B4 RAWEITAHRDRE

4 KWHER5HW

ST B UE R WU RGO . AR SO T BRSO AT I K. B M B 16 £ PC HLLL
K1 EACHALAR, Hb 1 & EVE B IRS %, 4 6 FEVMENSGES, KA NIER . kR
WAE 1 080 min, WA —ILFE4T T 44 WMk, 4% TELNET,FTP,RDP,SSH [t 2 % 55 K 5 % i 2 1 1%
K E % 10 W, A X T 4 IW(SSH,FTP, TELNET,RDP) , £ #H#4E 10 min, #iF3%d# 440 min.
52 RS R 1 TR,



% 78 MEZ, F A TREHFEGERIKT F R M SCE AN % 5

1 MWKER

i {5 2 Al I 5 R Wik B M/ min I W IEH B L'/ min
e o {E G M =440 min 424 16
EH SR L =640 min 5 635

FE SCFR TR RO R A R REPEAN SR AR AN
1) #EHGEE (Accuracy)
TL»L’ + TM»M’

ACC = (3)
T+ Ty + Tuer +Trow

2) 124k F (False Positive Rate)

T .w
FPR = +——7"—F——— 4
TL > + TL M
3) JmHtE (False Negative Rate)
TM >
FNR =—4——"—"7-—+—— (5)
TA'VI*L’ + Ti\/l*ﬂw'

For s T REBCEBRAT I A5 Bty OIS s Ty 2 AN A0 55 TS0l 08 R 0 T O 38 T el B BT s T
el B T el B R W D AN MO I s T SRR AR I A Bl A
S5 VEREAE AR AE SC, B T IS5 2R m] LLAE B M 5345 Y AG I 07 125 1) 4% TR RE AR N 3K 2 BT,
F2 MREIER

PR/ % R/ % e BE /%
0.8 3.6 98.1

Sk oy M. MAKEE R P 5 AR A 5 min (B9 1E 5 B gl ) O X B 2 O 7R IE R B AR A 5
T S I TR R £ 9 P 2 RN DA B AR 3 R A RO S s . HLS B {EAT FE BRI L /N TR L A TR
s 16 AR A 16 min Zoly SO BoA $0% BL . Bl A8 IE 5 58 15 B 776 T 3 I TELNET Ppfl Meidi ks
ek, X RO AE TELNET B By v e 1 3 e f e A B s B0 T 25 Hi B OK 1) 82 3l D i 52 Wi
o o 2 R R AL ) LA DA B B A A S8 i o D g S B s s

5 & i

AR S 3o X K i R R A T I T, G RAE S O 1 R R R AE DA R R s, IR R TR
1) 65 57 DK 5 % A 5 ) O A O AR I T s IR SRR T RN T YR B R G TT RS S B K I &R G R A v 25 R
A A R 30 R o U] B BBOBCHE B U B AR, 25 A R R B GE T A, ST R S K S A R ) A T Y A
DA L S50 0 R 5 SR UE BH T A Sk I R 0 A I T i X R 0 B A A A, T LRI TEL-
NET,FTP,RDP,SSHA Ff$L 71 Prisl i BRAL R o A0 ATk, e BRI 480 /50 A s D00 A A 8 R 0 1 P i i 6.

SE

[1] VIZVARY M, VYKOPAL J. Flow-Based Detection of RDP Brute-Force Attacks [C]//Proceedings of 7th International
Conference on Security and Protection of Information. New York: IEEE Computer Society Press, 2013: 131—137.

[2] THAMES ] L, ABLER R, Keeling D. A Distributed Active Response Architecture for Preventing SSH Dictionary At-
tacks [C]//IEEE Southeast Conference. New York: IEEE Computer Society Press, 2008;: 84— 89.

[3] VYKOPAL J, PLESNIK T, MINARIK P. Network-Based Dictionary Attack Detection [C] //2009 International Confer-
ence on Future Networks. New York: IEEE Computer Society Press, 2009: 23—27.

[4] JAEGER D, USSATH M, CHENG F, et al. Multi-Step Attack Pattern Detection on Normalized Event Logs [C]//2015
IEEE 2nd International Conference on Cyber Security and Cloud Computing. New York: IEEE Computer Society Press.
2015: 390—398.

[5] NAJAFABADI M M, KHOSHGOFTAAR T M, KEMP C, et al. Machine Learning for Detecting Brute Force Attacks
at the Network Level [C]// 2014 IEEE International Conference on Bioinformatics and Bioengineering. New York: IEEE
Computer Society Press, 2014 379—385.



BHERXFFHROAAAFZR http://xbbjb. swu. edu. cn % 39 %

7]

(8]

[9]

[10]

[11]

(12]

(13]

HELLEMONS L, HENDRIKS L., HOFSTEDE R. et al. SSH Cure: A Flow-Based SSH Intrusion Detection System
[C]//IFIP International Conference on Autonomous Infrastructure, Management and Security. Berlin: Springer, 2012
86—97.

VYKOPAL J. Flow-Based Brute-Force Attack Detection in Large and High-Speed Networks [D]. Czech: Masaryk Uni-
versity, 2013.

ABDOU A R. BARRERA D, VAN OORSCHOT P C. What Lies Beneath? Analyzing Automated SSH Brute Force At-
tacks [C]//International Conference on Passwords. Berlin: Springer 2015: 72—91.

CREECH G, HU J. A Semantic Approach To Host-Based Intrusion Detection Systems Using Contiguous and Discontig-
uous System Call Patterns [J]. IEEE Transactions on Computers, 2014, 63(4): 807 —819.

KHEIRKHAH E, AMIN SM P, SISTANI H A J, et al. An Experimental Study of SSH Attacks by Using Honeypot
Decoys [J]. Indian Journal of Science and Technology, 2013, 6(12): 5567 - 5578.

ALSALEH M, MANNAN M, VAN OORSCHOT P C. Revisiting Defenses Against Large-Scale Online Password
Guessing Attacks [J]. IEEE Transactions on Dependable and Secure Computing, 2012, 9(1): 128—141.

LEEJ K, KIMS]J, PARKCY, et al. Heavy-Tailed Distribution of the SSH Brute-Force Attack Duration In a Multi-Us-
er Environment [J]. Journal of the Korean Physical Society, 2016, 69(2): 253—258.

SATOH A, NAKAMURA Y, IKENAGA T. A New Approach to Identify User Authentication Methods Toward SSH
Dictionary Attack Detection [J]. IEICE Transactions on Information and Systems, 2015, 98(4): 760—768.

[14] JONKER M, HOFSTEDE R, SPEROTTO A, et al. Unveiling Flat Traffic on the Internet: An SSH Attack Case Study

[15]

[C] //2015 IFIP/IEEE International Symposium on Integrated Network Management (IM). New York: IEEE Computer
Society Press, 2015: 270—278.

SATOH A, NAKAMURA Y, IKENAGA T. A Flow-Based Detection Method for Stealthy Dictionary Attacks Against
Secure Shell [J]. Journal of Information Security and Applications, 2015, 21: 31—41.

A Remote Login-Focused Brute-Force Attack Detection
Methods Based on Network Flow Characteristics

WEI Qin-fang', YANG Zi-ming', HU Xiang-dong”,
ZHANG Feng’., GUO Zhi-hui*, FU Jun®

1. School of Communication and Information Engineering, Chongqing University of Posts and
Telecommunications , Chongqing 400065 , China ;

2. School of Automation, Chongging University of Posts and Telecommunications , Chongging 400065 , China ;

3. Research Institute of China Mobile , Beijing 100033, China

Abstract: As one of the main attack means of threatening network security, brute-force attack makes net-

work security encounter large risk by trying all possible combinations of the user's account and password to

remotely log in someone’s equipment or system. In this paper, a remote login-focused brute-force attack

detection method based on network flow characteristics is proposed, which filters out those obvious attacks

based on process number by gaining the statistical features of overload, and makes deep analysis and re-de-

tection based on the statistical features of packets. The results of an experiment show that the proposed

method can distinguish the single or distributed brute-force attacks in remote login targeted TELNET,
SSH, FTP and RDP, and has achieved a detection accuracy of no less than 98%.

Key words: brute-force attack; characteristics of flow; dictionary attack; network security
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