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An Attack Perception Scheme Based on Optimal
Threshold Selection in Cognitive Radio Networks

WANG Hui's YU Yang®’, LI Xu-wei’

1. Department of Computer Science and Engineering s Chengdu Neusoft University , Chengdu 611844 , China ;
2. Department of Information Management, Chengdu Neusoft University , Chengdu 611844 , China ;
3. College of Computer, Sichuan University , Chengdu 610064 , China

Abstract: Cognitive radio (CR) networks allow multiple unknown wireless devices to access the spectrum,
which often makes the networks vulnerable to primary user emulation attacks (PUEA). Aiming at the
problem, a novel cooperative sensing scheme with attack-aware capability in the presence of a malicious
PUEA is proposed. First, the probability of the occurrence of PUEA pseudo-signals is estimated in two ca-
ses, where the licensed user spectrum resources are occupied or idle. Then, the parameters obtained are
used to determine the optimal threshold that minimizes the total error probability. Finally, the fusion cen-
ter can use the sensing report and the threshold to determine whether a primary user signal is present, so
as to have the ability to sense a PUEA attack. Simulation results indicate that compared with the method of
optimal user selection, the proposed method has better safety against PUEA and improves the performance
of CR networks.

Key words: cognitive radio networks; cooperative spectrum sensing; primary user emulation attack;

threshold selection; safety
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