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An Image Encryption Algorithm Based on the Eight-Direction
Folding and Self-Update Scrambling Technique

XU Song-song's, PU Bin?

1. School of Information Engineering, Chengdu Industry Career Technical College , Chengdu 610208 , China ;
2. School of Automation, China West Normal University , Nanchong Sichuan 637009, China

Abstract: The current image encryption algorithm suffers from the defects of low randomness and securi-
ty, for it diffuses the pixels in one direction and uses the same diffusion function to change the pixel value
in the whole encryption process. In order to solve this problem, a new image encryption algorithm based
on the eight-direction folding mechanism and the quantum complex chaotic system is proposed in this pa-
per. Firstly, a pixel self-update scrambling technique is designed by jointing the Lucas and the Fibonacci
sequences and using the 2D Arnold transformation to scramble the image. Then, an 8-direction folding
mechanism is designed based on the stochastic sequence of the logistic map to encrypt the highly scrambled
images from 8 directions, so that different encryption functions are used to change their pixel values for
significantly reducing the periodicity of scrambling and diffusion. The test data show that compared with
the current image encryption algorithm, this new algorithm has higher security and user response, and
more uniform distribution of cipher pixels.

Key words: image encryption; eight-direction folding mechanism; self-update scrambling technique; Lucas

sequence; Fibonacci sequence; user response
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