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1 AREGF(2)[x1/(p(x)) HEX

EX 1 AR GF2) [« ] =0 GF(2) L —m2uizmekmEs.
Wp(2) EGF(2) F—D8WMATAZIR, GF (2 [x1/(p(x))=(S. +, *, p(x)) E=—"ME
£k T
S={a(x) |alx) € GF(2)[x], degla(x)) < 8}
HGF ) [x]/(p(a)) RFH R IE" +7 # b bUREE, Hfis hELHA, GF 2 [x]/(p(x)) —
{0) RTABRI LAk ” «” kg b DUJREE, H” =" X" +" i 4y e, B Va(a).0(a) c(a) €S,
ic
a(‘r):iaixi 6(1)12/),1[ C(I)ZEC,-I[
Hrba, b, € {0, 1}, WAL BCHE
(a(x) +0(x)) *c(x) =a(x) *c(x) +b(x) *c(x)
c(x) *(a(x) +0(x)) =c(x) *alx) +c(x) *blx)
M. FIER] GF(2Y) 5 GF (D [a]/(p(a)) LMInER KT ER BN s B HA —— X s, B
LR CHESTHE GF (D [2]/(p(a)) BB HIll MM AR D, AR GF (D [2]/(p(a)) FAMN B 7 E
XN .

7
D oaa)+bz)=>,(a, +b)mod2)x’

2) alx) —b(x) =al(x)+b(x)

3 alx) *b(x) 2(2 Z((a, X b )mod2)x " )modp (x)

i=0 j=0
Doalx) s BEHMNY a(x) *alx) ' =1
5 a(x)/b(zx)=a(x) *b(x)”"
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X Va(x) € GF2[x]/(p(x))y alx) £ 0, WK plax) WATAZTNX, BREA

ged(a(z), p(x)) =1

MR ACE M o, U ARAFE A BRI M — 230X b (o) 853 6 (2) =a(a) ' R a(a) WRIEW T, o] AT
FERZI a (x) i 2.

DA alx)=a,x" ++ta,x’+a,x+a,, Hdra, € {0, 1}, k<7

2) W) fEaa) TR p (o) FMHEZIE, 2 0() = box’ +tbya’ +bx+b,. Kb, € {0, 1),

3) th Z A ek 1S

c(@)=a(x)*b(x)=a,b, 2"+ (a, b, +ab)x""" + = +a,b,

B
a 0 0 0 0 0
Q. ax 0 e 0 e 0 0| (b,
Qpy ap, ap 0 e 0 0| |bs
b
c(x) =", 2", e 2T, e, 28, 2, 1) a1 a, az a0 0 by
a, a, a, *** a,, -*+ 0 0 b,
0 a, a; *** app = 0 0| |b,
b,
0 0 0 e 0 o a, a | b,

0 0 0 0 e 0 a,

For i AR — A (k +8) X 8 MUHEME . AT LME ¢ (o) T IRK T 7 I 27 Gn > 7) HIEE p () AR
Frffodm, WAIVEEAR R GF (2 [ 1/(p(x)) 2" modp (x) FF &5 BB P 2 . N E « B IRKT
7RI, B A O [R) 2R A B R R £ A
c(x)=c,x" 4+ +c,x"+tecix+c,
Ho o, W& RMEL b7 20500020120,
4 MTBE () 52 aa) R p () TRy Z I, Tl
c(x) =a(x) *b(x) =1modp (x)

L RPAT LA 5
c(x)=c;z" +++c,x" +c,x+co =1modp (x)
MK
c(x) € GF)[x]/(px))
e LAW] DLAR

c(x)=cra + o Fcyxiteixte, =1
SR ST O N YA
c;(bys by s bys bys by) =0

c1Chyy bgs oy bys by by) =0
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AL 2 BN E T ek R o R A, R AT b () AT R 5 E] a () 1Y 2 T
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anCx) anp(x) - a,(x)
Key(x) =

an(x) a,(x) = a,(x)

a;(x) € GF(D[Lx]/(p(x)
HRAEACE 2 K Key (o) FEA BRI GF (D[« 1/ (p(2)) EFTH158
det(Key (2)) =| Key(x) | modp (x)
| Key (z) | AHiFF Key (x) M358 n 47513, & AE R B
An(x) Ay(x) - A, ()
) AL(x) A,n(x) - A,(x)
Key(z)" = . . .
A, () A, (x) - A,(x)
HAEREH MR ) A, (o) R Z I T7 B Key (x) IR a, () 7ERL p (o) BCFMRBR T ks
det(Key (x)) 7 0, W R £ H BRI GF ) [x]/(p(x)) 1 £ 1R SK 3 7 ik al LR 5 2 i 5
det(Key (2)) (i 2 | Key (x) |, feio Al 15390 46 [
Key(x) ' =(| Key(z) | ' « Key(x)  dmodp (z)
2.3 ARBGF(2)[x]/(p(x)) ST E5ERKELZ BT KRR
ol L I SR B M I S R R L AT T A S e A Y — 4]
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M, Hp 20t R R T GEF ) [x 1/ (p(a)), pla) & GF(2) E—A 8 KA 4L 1,
HRAE— RO R AR A SR A K pinw(A) =(A" x A" » A" (CHi A g 2 3k Bk 0 800 2 S 1)
AR A BRI GF (2 [ 1/ (p (o)) b MR 2 D 6 0 5 o 1 S IR

ayn(x) ap(x) = ay(x)
an(x) anp(x) = ayu(x)
Alx) =
akl(l‘) a“(I) b ak/(I)
IR, HW R b =0, WA
k
A *A), =(D)a,(x)a, (x))modp (z) i =1,2,001

SRIGAIH LA BRI GF (2 [ 1/ (p(x)) LZBR I FER rkml R A (o) x A(x) FERE p () B X
A TR RE (A (o) * A ) B R A () * A ) HA (o) B p (o) 1 2100 08 14
RO, BIRI RIS EAEFE A (o) WANMIERE pinv(A(x)).
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ay(x) apx) - ay(x)

Hrh ke >0 M= 8WATAZIR p (), HWISCFERFRIEE m AL L | m, WIARSE SCERC13] 4027
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FAF HR AR
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D) TEFAF gt e 1 ob a8 3 FOW 0 2 B RS Index o ¥ RBUA Index ; ¥4 N B B9 = 3E 8 19 7235 =
W HA
Index; =m; A —0—m/.6 * 25 4 .. —I—mj1 * 2—5—771/.o
AP 2 Bl « B3 20
fi(x) e GF2)[x]/(px)
) v UAS 8 — A B SCERF R M M, - M, BT R — A 22 350 5 ) o
f)=[f1(x) f,(x) = f()]"
FEA PR 1 22 e JE M G (o), IR0 BURS A 0 B B 565 ¢ 4 (o T LB AL 3% B0 %% 4 0 I 1 b 3D A Sk 7 B8
Bl R g R R A T HALL I S A S e (o), Horp
e(x)=[e,(x) e, (x) = e, ()]
T 1) 43 o T A
ej-(f):((zl:aﬂ(x)*f,‘(x))—ﬁ—aj,(x))modp(x) j=1,2,-,k

FH B 1 T8 20k 2R /i)
e(x)=(G(x) * f(x) +a.,(x))modp(zx)
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SRR LR RN I G (o) AR GF () [x 1/ (p () WENEERE, i £ 5 [N
G, (x), VEH i % 5 .

bu(x) by,(x) < b, (x)

by () byp(x) o by (x)
G'(]:) - . . .

bnC(x) b,(x) < byu(x)

Horfr, T i E XA RN A WE T HEAT TR AL B, RN S I SCFE AR B R Ik Gm ) /L
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X B — AT i B 0
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B JE AT AR B — A SCFAF R CCyeeCy BTSSR — > 230 28 ]
gx)=[g, (@) g,(x) - g, ()]
TEA RBP4 3 & (RUB B AERE R EE ¢ 5D, S RIS R A BB G, (o), SR )57 LTS W]
Xl d (2, Hr
dx)=[d,(x) d,(x) - d,(l’):IT
T k14 70 F 9 A2

k
d,(z)=(D)b,(z) % (g,(z) —a,(x)))modp (x) =12,

ABEBEEAREZRIN d(2) =G (x) * (g(x)—a. (x)))modp(x), HHFa. ,(2) BARMMIIEREG () H
FIZE 1 5. ST A 2R o B 2 B, R 2T, RIS 2R %5 W SCF AR T
A5 g B 3% v I 0 02 A R S, 8 o A R 4 RO AT A5 B W] SCF A7 M M, - M,

4 B GF(2)[x] FHY 8§ XA Z I

GE(D[x 1B 8 KA A LR JE15 BB AN 0.1 B9 SR AT i — e 25, Hl 8 YA 1] 24 2 T
A p)=z~4a, 2"+ +ax+a, (FHFa,, s a,,a, €0, 1)), WHEANEDSEELGF (D [x] 7K
BT 2R, T KM GF(2) [ ] B 8 AT ZImAMESR A, v LU TE T 8 D7 A6 7 i 5
PR Z WA GF () [ ] EW ST AZ WA ES B @il 08, GF(2) [ ] iy 8 k] 2y Z 14
A UFERIB=B, UB, UB, UB,, ¥ B, HEE 1 RIEZE 7 RELHLFMAES, B, MER 2K
AT E 6 KW ARMKES. B, MITESKAMEE S REWMAFMWES. B, MEEWA 4 k20 T
HHES. RIGFHH GF(2) FR 8L R4 S X B EZEBE, BT 3H N 8 AT 42 Wi 1y
#£45 A =S —B.

il Python 27 SCEE DL B JEAR, BIRISRAGZW XA GF (2 [ ] LM FTA S IRA T 4 20, H R
IS XoF 07 1) R B0 ) AR 2 R,

®2 BSWARGF(2)[x] LFESAAAYUSHANANEE

(1,0,0,0,1,1,0,1, 1], (1,0,0,0,1,1,1,0, 1], [1,0,0,1,0,1,0, 1, 1]
[1,0,0,1,0,1,1,0, 1], [1,0,0,1,1,1,0,0, 1], [1,0,0,1,1,1,1,1, 1]
(1,0,1,0,0,1,1,0, 17, (1,0,1,0,1,1,1,1, 17, [1,0,1,1,0,0,0, 1, 1]
[1,0,1,1,0,0,1,0, 1], [1,0,1,1,0,1,0,0, 1], (1,0,1,1,1,0,0, 0, 1]
[(1,0,1,1,1,0,1, 1, 1], [1,0,1,1,1,1,0, 1, 1], [1,1,0,0,0,0,1, 1, 1]
(1,1,0,0,0,1,0,1, 17, (1,1,0,0,0,1,1,0, 17, [1,1,0,0,1,1,1,1, 1]
[1,1,0,1,0,0,0, 1, 1], (1,1,0,1,0,1,0,0, 1], (1,1,0,1,1,0,0, 0, 1]
(1,1,0,1,1,1,1,0, 1], [1,1,1,0,0,0,0, 1, 1], [1,1,1,0,0, 1,1, 1, 1]
(1,1,1,0,1,0, 1,1, 17, (1, 1,1,0,1,1,1,0, 17, [1,1,1,1,0,0, 1,1, 1]
(1,1,1,1,1,0,0, 1, 1], (1,.1.1,1,1,0, 1,0, 1], (1,1,1,1,1,1,0, 0, 1]
5 HRIE

ARCHEB T —Fpr AR GE2) [ ]/(p(x)) EH Hill i@ Ar Bk, Hd p) B2 WK
GF(2) [« ] LRENLEB—A 8 IRAR AT 4 LI, M A BRI GF (2) [ 1/ (p(2)) LBEHLERA £
T X e B o T I AL 3 B Bk o ) L v — B A Sy o it 8 B S A R, FEANNE p () L B P I DL L
Wi ML At B ST 1 (14 175 0 R 22 00 X R I A O 38 B B 9% 50 R I SR e PR T R X R L AR SR A5 A
O i 28 A o B SO A A5 B B SC R B TR, AT 85 T A BRI GF (2) [ 1/ (p () I Hill % iy b de
RE 1. AR SR IR 3 < 2 110 w5 B A Ay Jin 2% 10 2 BH R I 6 S 1o R b m] AR R O 0 o 1 2 BH R e, 249 %%
B W2 o XL B RRAERT IR 1 & <4 1 2 I 20 B 22 0k 256" Pl (e = 1) DATTIT AT 356 119 %% BH 6 B 1 4
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Hill Encryption Derivative Algorithm in Finite
Field GF (2°) with High-Matrix as Key Matrix

: 1,2 s o1 S : . 2
LIU Hai-feng*, LU Kai-yi ,» LIANG Xing-liang
1. College of Electrical and Information Engineering » Shannxi University of Science and Technology . Xi’an 710021, China ;

2. College of Arts and Sciences s Shannxi University of Science and Technology , Xi’an 710021, China

Abstract: In traditional Hill encryption algorithm, the modulo P multiplication of the invertible matrix and
plaintext vector in finite field GF (P) are used to calculate ciphertext vector. This paper proposes a new
Hill encryption derivative algorithm in finite field GF (2°), which takes polynomial high-matrix as the key
matrix. In this new Hill encryption derivative algorithm, plaintext vector is composed of the polynomial
derived from the corresponding plaintext, a column of key matrix is selected as translation increment ran-
domly modulo eighth degree irreducible polynomial p (x) multiplication of the polynomial high-matrix and
plaintext vector in finite field GF (2°) is done. Then modulo eighth degree irreducible polynomial p (x) ad-
dition of the product and translation increment in finite field GF (2°) is carried out, thus the polynomial ci-
phertext vector is obtained, and the purpose of encrypting the plaintext messages is achieved. Because it is
more difficult to get plaintext from ciphertext under the condition that eighth degree irreducible polynomi-
al, key matrix and random selected translation vector are unknown, the new Hill encryption derivative al-
gorithm in finite field GF (2%) improves the capability for anti-attack.

Key words: finite field GF (2°); Hill encryption; polynomial high-matrix; irreducible polynomial
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