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A Publicly Verifiable Multiple Secret Sharing Threshold Scheme
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Abstract: A secure and effective (t, n) multiple secret sharing threshold scheme is designed in this paper.
The system of this scheme requires a bulletin board. Only the Dealer can modify and update the data on it,
and the participants can only download or browse it. What is unique for this scheme is that the encrypted
secret share distributed by the Dealer to the participants can be verified publicly, but only the designated
participant(s) can decrypt the sub-secret and the sub-secret can be re-used. The declassified share provided
by the participants can also be verified publicly. Both disclosures are non-interactive verification, which are
efficient and convenient and can effectively prevent the Dealer’s cheating behavior and the participants’
cheating behavior. The encryption scheme adopts ElGamal public key cryptography, and the calculated
verification parameters can be used many times. If the Dealer wants to share the new secret, he needs
onlyto publish the new data on the bulletin board. The Dealer has a small amount of computation and a
wide range of applicability.

Key words: secret sharing scheme; the Lagrange interpolation polynomial; threshold scheme; non-interac-

tive authentication
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