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Abstract: To solve the problem that Distributed Denial of Service (DDoS) attacks make end users of cloud
computing unable to access cloud services, analgorithm fordetection of cloud computing DDoS attackbased

on Voting Extreme Learning Machine (V-ELM) and black hole optimization is proposed. This algorithm
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uses V-ELLM as classifier for system design, and uses multiple extreme learning machines to detect attacks
at the same time. It uses packet analyzer to capture network traffic to generate samples for classifier, then
uses black hole optimization to train all ELMs in V-ELM. The samples are appliedto each ELM in attack
detection process and output is calculated, and finally, by combining those outputs based on the majority
votes, the final output is obtained. The results show that the accuracy, sensitivity and specificity of the
proposed algorithm on NSL-KDD and KDD DDoS intrusion detection dataset are better than those of the
compared methods.

Key words: cloud computing; voting extreme learning machine; distributed denial of service attack; black
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AL TR . MBI IR 55 (Software as a service, SaaS) . & Bl IR 55 (Platform as a service, PaaS) Fl3&AE 2244
BPJIK 55 (Infrastructure as a service, laaS). SaaS $&HE [ 5E I 2 N AR T . PaaS $EAL R %I H T8 & N H
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ELM [&] i gE 47 seds A, - B SR 3R DAk VI 2R Br A ELML, T AL 2% il &5 S 4R 2 78 22 B 22 i Sk ity |45 9t
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I UME . B R R . e web RS R, il 46 14 45
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(User Datagram Protocol, UDP) 3 .5k % 45 il iz SC ¥4I (Internet Control Message Protocol, ICMP) £ #
17HLyZ . ICMP flood, UDP flood Ml TCP [A]# (Synchronization, SYN) flood #f 21X ZS B o i 151 .

2) BHZ ey A4 HTTP $oKZ i1 XML Btk dedi, 78 HTTP #oKk Mt . =P g web il g5 &
Pt i HTTP 0% %, XML 3t K X i B 7 08 F 7 50 %0 42 95 18] B3 3 (Simple Object Access Protocol,
SOAP) I B web Iz 55 .
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ANN) . 7 ¥ In] & Hl (Support Vector

Machine, SVM) ., K- 4B (K-Nearest Neighbor, KNN) Z£8 & T4 E X W 4% (Software Defined Net-
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IAEEIEERBEA (x 1) BAW N DMHEARBEIEE. x, =
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(1, 0] 80, = [0, 1] B i DHEA (M FEARSCE A B bR 2 ) 5 5l 28 A ) &t

TEARSCH, t,= [1, 0] RRE i MHERE TUHHEAZLE, 1= [0, 1] FRRE i MHEARE TIEHEHEA
%, BB G 4 NEEAEF AL YR TP, B bR TP, PRI R H AR, W x, AR x, = [ IP. Hir
IP, W, Hbrww O, ¢, (X e, = [1, o] s ¢, = [0, 1]. BEA(x,, t,) = ([200.10. 1.2,
10.23.11, 5000, 80], [0, 1) E/REE T IEH AL,
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oAk B 2% 7 4 B PR A . I P RN 2 RS N B DR R I AL B A TR R 8 O R A AR T B AN W
Xof D 4 i it R AT AR AR . O AR R AS i 43 28 S 1

AR SO Wireshark B4 6150 B 45 55 T 5L 74 SE 9 08 0 28 76 &, A% & o0 2 A s o8 P A 15 3 ¢ 308 1) 1 4
R, TERE BT B ¢ J0 04 AR 00 B30 DR AF AE B0k 0 SR ep X TR A SO B — R ). RS SRR
e 5 S5 IR R FE A [R] B9 R AE B A5 AR R A 4 S B0l . O =X (D #iA7 I8 —Ak, (EFRAE(ETELO,
LR N gai. )5, MiE—4UER Ry, =Lya yoo o v JEREAR, by, BOPTARHESR S x, BORRAE
FHIF s IR XA RE A B T4 25 4.

2.4 ETFERKEFEA ELM #1785

T AR AR HERA . 2 ELM #1748 28, RS ELM #8 F 2R OL Ak aE A7 85 01 2 A Ak 2
— P T R R, 0] DU/ NME kiR Rk B bR pR . Bk e U B, SRS A T H AR
PREL. — M2 R ELM i H Y BT A ACE /1) it H b o Bl /IME R 20 (10) 43 IR 387 iR 22, SR 5 e PR it
e/ IV T iR 2 i R T

B4 AETIREEXE DDoS
WHwiRER

1 &
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Hrp, N 2SI PR S, T, MO, 2% AR SEPR AR A ELM % .
H s R ESCR /ME R FR Ry 2R, AR A o i A SRR G e AL, I E TR A B A T AR .
B AL E A D 5
pos; (t +1) =pos, (t) +r X (posgy — pos, (t)) (1D
Hrpy pos, (e + 1) # pos, () 53 AR i BROYFIHALE , pospy RERBINWAE, r 220, 1] P RyFEHLEL.
pos; (t + 1), pos; (£) Fl pos gy ¥ RAE M 7.
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R — g 7 B A 1 B B SRR ) B RR R B, I8 A BRI Bt S S M s e, R — e R
SRR RS AL B S BRI A JF A S — PR ML R R B R A e A RN e R B B Y
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IS 0, =[1, 0] 0, =[0, 1]. 0, =[1, 0] RRERE—DHEFEA, 0, =[0, 1] RRIEFHHAK.
2.5 %ET V-ELM K DDoS I i #& Ul erenny

15 V-ELM th, (5] & A~ 50 (I "
ELM, X2 sl ELM F AR [ %5 i
9 [ 4 22 06 (O W R Ak, BEHL I B W 2
B4 ELM 0% 5%, Wb, G = | | EL "
1. 2, s D8RG . 1 FH R f0 Ak
PN, 785 5o B ol B & S 3 :
BHAELM b, IR 5 A page | HEE
R I E S W B A (E 5.
KB, —HEX Ny, =y, 5 V-ELM W T{EEE
Yo e yol WHEEAREHN T A
ELM. B4 ELM i 0, =[1, 0] 5 0, =[0, 1], JH0fi ] Z 508 53515 i A

PR, A C, € 25 KRB AR ELM AR5 %. &1, C, ¥linfk hZ(C, =
[0, 0. Y%L ELM it , €, AR R A7 & (3 m 1. #lan, & ELM, % s k01, o], B4 C, 2R
[1. 0]. ELM, mofithfxh[1. o], BAE C, ZR[2. 0], ELM, it kLo, 1], B4 C, R[22, 1].

BFTH kA EEAE, A IR 1R R KM max(C) s SRE R max(C) WNLE.
RIGHRIE pos[max(CH] AT HEAR K G, pos[max(CHT A P FARES, ACBE N 1 A 2. W,
pos[max(C;) =1, M RHIHFEAR; pos[max(C,) =2, W NIEWEEA, R EZRITRH, W E S35
A R

3 XBWERELHHN

R T VAR A SO RSB M RE . TR SIS 7E — S E N Intel Core i7 CPU @3. 60Ghz fil 8 GB RAM
AIMLER 2B AT, BT AT K78 Matlab 2014a 3755 F 5280, 250 NSL KDD Al KDD DDoS %4 5 % 5. 12 1t fig
HEATPPAL . NSL KDD %46 8 43 75 JL AR 38 8 1% S 3 048 2 LA KOE B #0i 42,5 KDD DDoS 4 £ 42 % DDoS
s A DL S R L. NSL KDD #4846 5 755 AN M2 it 52 ], b AL dE 2 152 A4S 1E 5 N 2% It i 52 471
3 603 NI S, W AU LM R SIS E T DDoS 240, £ NSL KDD £ 4 48 v 3 £ 1 fe H
K HRFAE , IO FH 3 S M0 4R AE A ECHE 4B R 43 85 DDoS $t i 4 . 5 Bk 19 DDoS # 4 61 F IE 55 4 41 A
KDD DDoS %4z %5. KDD DDoS %4l 4 1 J1] 4 - & & B 43 #1 #1 5 (Waikato Environment for Knowledge
Analysis, WEKA) #1598 88 I 4% T H T B UL A BEARAS W AF m v . 8 1 i 7 KBRS L2 it
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Si id (x) ! (13
1Mol xX ) =
g 1+te-
Hri, » BAREE. « BRI
xR1 HE£ER
EVEITE R NSL KDD Bt 4 44 7R NSL KDD
FRAE A 41 WA A 5 000
RN 20 000
k2 HESH
M 4R 44 R NSL KDD KDD DDoS
R i P 22 ST B R (1) 1 000 60
B RELCH SR S 7Y bR KL
%A EL 1 000 1 000
WIEE N O G 2B ANND 32 32
ELM %t (k) 36 36

3.1 s

T VAR REMERE . R 3 AR AR HEATIEAN . MERHBE (Accuracy, Ace) . REBUE (Sensitivity, Sen) I
SEVE (specificity, Spec).

WEBA FE (Ace) 2R Ui R i 28 6 1 A 3 285 0 i e ) SO0k

o TP +TN .
Acc _TP+FP+TN+FN><1OOA (14)

FRAGE (Sen) Frn 78 P A7 Bty v R I 2 A9 Beeds B o 9 LR 1), 5 SO0

TP
TP +FN

R 51k (Spec) Fn 7E A 1E 5 Ao I 21 i 185 B &5 A9 Ee ] 72 SO

Sen X 100% (15)

Spec X 100% (16)

___IN
FP + TN
Hrp, HEFAYE(True Positive, TP)E SCHJE T B0k It 40 28 &5 B8 R B9 REA S HEIPE (True Neg-
ative, TN)E X 0@ T 1EH H il 7> K8 E 0l B AR B PE (False Positive, FP) & A& T1E# H
Bl A3 2 B AR R M I RE AR KL R 914 (False Negative, FN)E X0 & T 1l (B4 43 2 2% 5 15 b 11 1)
IEH MREA L.
3.2 EWERESWN
K6 45 1 T A SCRHT R 3L 78 NSL KDD %045 48 Al KDD DDoS U4 5 #7517 50 WK 5256 /1 5F X5 46 kS
i, FAR SIS B 3R 3 TR,

R3I S0RIBMRAEE %
LAEITE E
10 20 30 40 50
NSL KDD 99. 14 99. 24 99. 14 99. 24 99. 24
KDD DDoS 90. 66 92.58 92.08 92.23 92. 54

EL 6 TR LU, AR SCHR i R 7 NSL KDD 4 5 F HoA 5 i 9 R DIRS B2 . JF H NSL KDD %
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