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On Achievable Secrecy Rate in WSNs Based on Robust Beamforming

WU Chun-ling, LU Xian-zhi, LI He-hua

College of Computer, Chongqing College of Electronic Engineering . Chongqing 401331, China

Abstract: Aiming at the problem that wireless communication between nodes is vulnerable to eavesdrop-
ping in WSNs, robust beamforming has been designed to realize noise transmitting strategy in the coopera-
tive jamming node, which can improve the achievable secrecy rate. Under the worst channel case, the a-
chievable secrecy rate is maximized by optimizing the noise input covariance matrix of the cooperative jam-
ming node. To tackle this challenging non-convex max-min optimization issue, we have first transferred
this non-convex optimization problem into an equivalent semi-definite programming problem, and then pro-
posed a one-dimensional algorithm to calculate the optimal achievable secrecy rate. Simulation results veri-
fy the effectiveness of the proposed approach.

Key words: wireless sensor networks (WSNs) ; achievable secrecy rate; cooperative jamming; non-convex

optimization; robust beamforming
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