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An efficient group key management scheme for wireless networks

KE Gang

Department of Computer Engineering , Dongguan Polytechnic , Dongguan Guangdong 523808 , China

Abstract: For secure group communication in wireless networks, an efficient group key management
scheme suited for multi-top environment has been proposed. A proxy re-encryption to multi-hop environ-
ment has been extended, and then a distributed protocol been developed for key distribution. In local group
communication, a multi-recipients encryption has been used to broadcast key information reducing commu-
nication cost. Though analyzing the proposed scheme with the previous schemes, the result indicates that
the proposed scheme can not only satisfy the forward security and backward security, but also has advanta-
ges with regard to the rekeying cost, storage overhead and computation efficiency.

Key words: group key management; proxy re-encrypiton; multi-recipient encryption

REHE K M



