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On a Speed up Optimum-Path Forest
Clustering Algorithm Using SSO for Network IDS

WEN Hua, WANG Fei-yu

Xinjiang Vocational and Technical College of Communications , Urumgqi Xinjiang 831401, China

Abstract. Concerning that the general clustering algorithms in network intrusion detection systems is slow
and the accuracy rate is low, an optimum-path forest clustering algorithm (OFC) using simplified swarm
optimization (SSO) has been proposed. Firstly, OFC analyzes data sets in figures, with the graphic nodes
being as the samples. Then, every sample is connected to its feature space given k-nearest neighbor (KNN
chart). The graph nodes are weighted by their probability density function (pdf). Finally, the pdf values
are obtained by calculating the distance between the sample and the k-nearest neighbor. The main contri-
bution of the proposed algorithm is to estimate the optimal k value fast, and the SSO-OFC is used in net-
work intrusion detection. The experimental results on five public data sets show that the accuracy perform-
ance on five databases is very stable. Except on KddCup, the accuracy on other data sets are all above
95% , much more stable than clustering based on SSO and self-organizing map.

Key words: network intrusion detection; optimum-path forest clustering; simplified swarm optimization;

probability density function; optimal k value
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