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Parallel Incremental Mobile Cloud Data Storage Scheme

on Identity-Based Cryptography

KE Gang

Department of Computer Engineering . Dongguan Polytechnic , Dongguan Guangdong 523808 , China

Abstract: Aiming at data storage issue in mobile cloud computing environment, a parallel incremental mo-
bile cloud storage scheme based on identity-based proxy re-encryption has been proposed. Parallel compu-
ting is brought into the scheme, which aggregates ciphertexts, and the existing mobile client performance
is full excavated for the balance between efficiency and energy consumption. Incremental proxy re-encryp-
tion is used to migrate the part computing to the cloud computing center, improving the overall perform-
ance at the same time. Certificates in traditional public key cryptosystem are not need anymore, which not
only reduce the pressure of key management, and also ensure the confidentiality and integrity of the infor-
mation. Experimental results show that the scheme improves the utilization of CPU and has considerable a-
vailability.

Key words: mobile cloud computing; cloud storage; parallel encryption; proxy re-encryption
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