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2 325.470 2 313.637 1 33.112 7 2 049.055 4 186. 397 6 61.384 3
3 349.206 7 360.832 3 23.630 2 953.553 9 64.036 1 19.798 6
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5 136. 810 4 326. 130 2 27.182 9 965. 783 3 31.159 4 14. 895 4
6 115. 884 3 315.706 4 29.731 8 907.722 8 56.514 8 21.920 7
7 90. 244 1 336.267 6 24.014 7 877.809 3 107. 215 2 30.024 7
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12 51.657 8 329. 887 4 17.154 6 800. 452 2 48. 207 4 17.847 7
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Intrusion Detection Method Based
on Density and Optimal Clustering Number

Z0OU Chen-song', YANG Yu’

1. Department of Electrical Engineering; 2. Department of Mechanical Engineering ,

Guangdong Songshan Polytechnic College s Shaoguan Guangdong 512126, China

Abstract: According to the problems of clustering algorithm in the application of intrusion detection, such
as parameter presupposition, clustering effectiveness evaluation and unknown attack type detection, an im-
proved algorithm based on density and optimal clustering number has been proposed. And according to the
distribution of the samples, the initial clustering center has been determined heuristically, a new internal
evaluation index has been proposed from the point of view of the geometric structure of the samples, and
the optimal clustering number has been determined. On this basis, an incremental intrusion detection mod-
el has been designed to realize the dynamic adjustment of the clustering center and the number of clusters.
Experimental results show that compared with K-means and other two improved clustering algorithms, the
new algorithm has faster convergence speed and higher clustering accuracy, and can effectively cluster un-
known network behaviors, and has better intrusion detection effect.

Key words: clustering algorithm; optimal clustering number; intrusion detection; effectiveness evaluation;

density clustering
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