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A CCA-Secure Identity-Based Threshold Encryption

DONG Meng-jing', BAO Xiao-min*

School of Mathematics and Statistics, Southwest University . Chongqging 400715, China

Abstract: In this paper, a non-interactive threshold encryption scheme has been presented based on identity
in order to prove the scheme of CCA-secure in the random oracle model. First, a simple conversion has
been used to get a general method which improves the security of an identity-based encryption from CPA to
CCA, then in the method, a CCA-secure identity-based threshold encryption scheme has been constructed.
In the existing literature, there are few CCA-secure threshold schemes, in order to improve the security
from CPA to CCA, some approaches existing need to add an one-time signature additionally for each en-
cryption and the length of transmitting ciphertext will be increased (ciphertext has two more parts: verifi-
cation key and signature). However, in the construction of this paper, the transmission efficiency is at
least twice than that of previous methods.

Key words: identity-based encryption; threshold scheme; BDH assumption; secure against chosen cipher-

text attack
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