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On Database Intrusion Detection System
Based on Density Clustering

CAOQO De-sheng

School of Computer Science , North China Institute of Science and Technology . Beijing 065201, China

Abstract: Aiming at the problem of high false positive rate of existing database intrusion detection sys-
tems, a database intrusion detection system based on density clustering was proposed in this paper. The
intrusion detection system is divided into two parts. (DData training stage: in this stage, data preprocess-
ing of transaction attributes is executed, and then the data set is divided into training set and testing set.
And ordering of points to identify clustering structure (OPTICS) is used to construct the user’s normal
configuration file; @ Intrusion detection stage: each incoming behavior has two states, located within or
outside the cluster, and the degree of abnormality of the transaction is determined by its local outlier factor
(LOF) value. For LOF<C1 behavior allows access to the database, for other behaviors, through the use of
different supervised machine learning technology to further verify that the normal/abnormal value, to a-
chieve intrusion detection. The experimental results show that compared with other existing database in-
trusion detection systems, the performance of this system is better than the other two systems.

Key words: intrusion detection; density clustering; ordering points to identify clustering structure; local

outlier factor; supervised learning
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