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Network Security Situation Awareness Framework and
Random Forest Assessment Model

QIAN Zhen-kun
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Abstract: In view of the fact that traditional network security situational awareness assessment relies too
much on expert experience, this paper proposes a multi— layer cyber security situational awareness (CS-
SA) framework and a network security situation assessment model based on random forest. In this meth-
od, the CSSA process has first been aligned with the security data lifecycle, the CSSA requirements ana-
lyzed, a CSSA multi— level analysis framework proposed, and then the random forest algorithm used to
build the CSSA assessment model. This model is based on multiple classifiers. The idea of composition
consists of a decision tree, each tree relies on independent samples, and the random vectors of all trees in
the forest distribute the same value. When classifying, every tree voted and returned the class with the
most votes, which made the network security situation assessment more objective and accurate. Experi-
ments show that compared with Bayesian networks, this model can assess the current network security sit-
uation more quickly and accurately.

Key words: network security situational awareness; multi— level CSSA; random forest; decision tree; e-
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