F 45 % F 1M o od UL K F R (BARFR 2020 %1 A
Vol. 45 No. 1 Journal of Southwest China Normal University (Natural Science Edition) Jan. 2020

DOI:10. 13718/j. cnki. xsxb. 2020. 01. 010

]

ETXREAENATEHNRNENERNKZBHAR
I

FBINTh i 22 B4 B2 e {7 R T AR A= Be » BN 451191

TE: MEEBARBMAMAETBH %54, AWMLk T H 8™ IRAPE. o T 8 M4 AR 47
ARIUR , B2 T —Fp 3 S Re ) s AL PR 45 G IR Al A 1 26 AR AN 2, sl PR B . Wl E R . A
B HERN L 8 R I A R T T A A A AR A I i L T G SRR I AR A I i L BT ARG S )
LAY ARG I I A R4S LU B s 76 K-Cup MHAEOE 4 T JRIF LI A oY, Seoe g R W], % sri b fr ik oA 3 s
R I R, AR AT AR, M Re B WAL T ot 3 Fh oy ik, WA T ARG D S

X 8 R MEARRN; XRrmeEil; BEEE R ARE; KR

hESHES: TP393 XEERERG: A XEHS: 1000 -5471(2020)01 - 0057 - 05

AT 20 AF[E] . BRI B A A R BNR AL 1A G I T S A O AT R AR R A
R AT i 1 AL AR A 3 g ) AR R A M 28 7 RO AN M L R — R AU SR A
AT AT REONE X PO 246 A ARSI (R AP R 265 22 4, 4 By CEL IR 6 B R 400 R AR A ple i T RS R AR AR
WU 2 o o PRI AR 190 2% 15 T L0 3K T ol T D00 2 32 e 3R ot IO 461 G F) A S B0 A7 R I R L A
AR A AR AG I 1 73 B BE A5 SN L B A L B SRR AE T s LR T AR A I S A BTk
BT AR B DA, T LA 2 > RV RE U 10 07 1)U R T AR AR SO R T
R 1) S LA RGN 77 3%+ LLSUY SN v b Xk AR AT Dy BEAT T

1 EipEM

T SR IO ARSI J5 1%+ LR H RO £ AN A5 R 2 IR A B L AR R DR SRR Y R R
5T RO 2 P A B I, T A RO A I ARAR B B T I AR T vk R e
BHRACA M R AT N R > o 28RS E T B E I 45 2 BB b o P56 i 1) S0 a0 32 A 10 T 0 2 75 9 AR AT
L R TR B I AR AN Ty R AR S B O A A AROR AR 2 IR 0 38 A% 06 AR, R T
i T HATSARCARAT R I A G AEAE . T IR 5 ARAT IR B TR AT AR K Oy
T R LA BRI B R . AR B 1 S 2R S s A O 30T DR R S Ml AT

SCHRFI] LT 5 e — SR W BILAR 27 >0 O ks AE2 2T 43 JE 0 B v SR A OB T T2 T BURITXU I e/ Ak
JECHR. SR LA T . AT LUK 2 A B4 R IR LA T 26 R IR 2 R A XX T4
A ARAG I 5 2 A H AT B PR T L% il 0 2% 7 19147 S B A 3 DX 03 Ol TR R AT ORI e Bt AT

BB A A — A el 4 B YRR AE 25 18] [R] I AT LA 34> 25 8] oA 3 1 — A 98 107 ) i R i eR 4. A B X >
PR, AT LA W7 M 1A i 25 2 > IR AL . 2R 58 O AN Zhad B SOFRp i ML ik B9 SR A A A T AR
SR NS L TR AR o TR R 4R B AR AR Lk A L G I AR AR LA B ) — B s Ak ST e
T s TCVE R HEJE b GME )R 2 aod B 2 o) () R R BE A SARF ) i AL G e fip 2k

O Wk HB: 2019-04-02
FEETUH . 2018 4F FE M A BHE BOCHE S0 R S5 HESWUH (182102210139).
EF A JHRIEA980—), 2, Wi+, EBIHHEE, E2 NSS4 . JRE XA T8 Re gt



58 B HFERFEFIROARAF RO http://xbbjb. swu. edu. cn % 45 #%

MBI A SCRFIa AU AR S FE e — o R d . O T IX MR AR EEA . &
T B — > i LR T, X A SF T A0 R BE A8 ORI O 2SR S 2 T Y S I B e Ok ik B T R A 26
BOR.

TEHARRAE R R, WSR2 BB AR LY Wil R R PR 7 2R R R . ISR B R R AS R AR 4R
PR SR AR L 43 A% pR 2K

UnSRAE L AT AE R =S 8] b JORE B — A DU 1 i HE o 3 B 2 ) 2 ) 2k 4K

Xt T AR AN () A AL S B Rl 5 R X e — A MY ) T el b S ) LA O
ERARERE .

IECF YR, SRR R LT AR P o 2R RN X A EUE R AT A B BEE L = (2
yis (o o) s s (s y) b Hop oy I ROREA 5y, FT 9 5 1] i, X S 1) 8 LA 0 2
AL AL S R A A R,

N

N N
min %2 Za,a,-y,-yjK(I,- s ;) — Za,

s.t.“Ea,‘yi:O [@D)
Horp, B8 o, Fn X A ) & o, ST IR R RIA% B H BB, S8 KO T 2R SCRrm L 2 R
B, S8 C HFRm#tF7 o3 I8 # b i 5 R 7
WA ARX D B3, v It — B3R5 IR i 8,
D(x) = sign[Za,*y;K(J‘,», x) +b" ] (2)
Hrp, 28 D) RRMEUE D REER, R EMER L, ERUER, MR EMERE 1, iR
G PN

2 ETXHEENHAERNIT R
TS LWL B HIE A AR ASCHE I AR A e M T R LRI AR
Kot Jr ik Ak BEGERR AP 1B .

R EREIRE R

!

X EHR A T IR TR B

y

R R B S > BT R A2

A

BHTRRIIS 2

A 4

HITERE S

HNEE

Bl AXLEAWOATIHGENERLESZBGANZEN T EER
AR 1 HEZL, Z R BRI RT .
D) MR4E L Hrm ST, TTEREAREIE N (20 v B (w67 Z BN B /N, 3K B R AR



%1 GRE IS ELICE 2 PNt E S 59

%iﬁn:thxﬁwﬂ.M%ﬁﬁﬁ%ﬁ$ﬁin>Hiw,%%%ﬁW%%%ﬂW%ﬁ;W%ﬁﬁﬁ
%k¢%&n<ﬂéww%%@W§E%AK@%%%

2) MTFAWEES QP IEIE, HMAKES WIS — 202, X IR E ewHERES Qi
JIE Xot 7 (14 45 o J RS AE AN PR (BB VE 3R M B 36, 22 5 MR I kR 1 % 58 1k A7 25 0 e o2 (s T TE
XA R JE AR P(X [ D). MR8 99058 5 A Bk R A L AU o B, R
P(X[z]) Za, B2z BRERMNER; WRA<P(X[a]) <a. B4 282 M N E Bk E B 55 B
R P(X[x ] < B, B4 x st RBEHEE.

3) BCEHAUR T AE RS N BEUE MR a2, B R A — b B, BE I m =

wr LA O POLED i m 56 BB BB n ST HE. WS =, WD BURRALIE 85 2

Zo o BRI R R

3 XWHEREFWN
3.1 KWEHFIEE

ST B UEAR SCHE ARG I I R AR, R ORI TAE OB R T IR S . s b, SRS ALM
il % . CPU R#45/R 15-6500, H B A/ 3. 20 GHz, WAEKR/N 32 GB, #:4E £ 50 windows 8.0, i # Kk
/N 500 GB. 4% 5 £ Matlab.

ARG A BT AR AR 0 R I 45 48 A 0 L R Y K-Cup IHHREIE 4. 7E X 8RS b . AR A
HRAFA RIS, AR H IR UG5 B SR RS B R, 3 Aol S P G S BR Ay o 4 AL, 45
J& DOS BT (5 B . HE SRR IR 45 i 45 B R2L B3 8, HE O R v A2 EHLEFT 5 1) 32 4L
MR B U2R BBGEME B, HE SO R XA 1 LT T 15 ] B2 AU 205 15 B s PROBING B {F B
FLRE SOR AN WX 2 ML 11 2E A7 0 T R4 Ak B ) B 1R B
3.2 LWERSH

N T AE X AAR KN 25 R B AT, HERIRE 4 NS RS TP, 28 TN, 25 FP. 3
BOFN. X B, S50 TP AR 0 I 52 b g T FR I 45 SR AR 2 M0k 5 8., S 80 TN AR 3R 0 02 S PRy S RS i &5
RABERNAE B . SHCFP ACERA R IBRE R E NG S g5 R 2 Il 5 8. S8 FN AR RSB
SR RWEAR B L KIS SRR B

MG [k 4 NS U588 4 AR ARK I ERERS bR . #6848 DR, I F3RaR B FE; 845
FAR, FITRRIRKZE; f5hr ACC, H TR % #8465 PR, HTRR AR,

AAFEBR A 4 A SHCZ 8] R OE R 43T

B R IEREE . DR=TP/(TP+FN)

R RIERITE: FAR=FP/(FP+TN)

K MK B0 R A bR 91T . ACC=(TP+TN)/(TP+TN+FP+FN)

EHERIERITH . PR=TP/(TP+FP)

TP HE T 028 I 25 (1 ARSI 7 i« 6Tt AL SR I AR A I Oy vk L 3 AL G SRR 1 ML A AR R
TrEAE R A SO R MR L 1 X 40 1 5 i AR A ER SEA T AR A I 286, SEEG T AS B 4 S HC 4 A48
PRIGEERE 1, % 2 P,

1 AMAEHITARRULIEBIN 4 H>SHTEE bit
TP TN FP FN
F TP 22 ) 4 B AR A DU J7 1 (BP) 242 283 28 537 13 941 15 239
BT AL B R AR 2k (GA) 232 981 34 820 15 928 16 271
BT AL G 3R ) i ML AR A DU 7 12 (SVMD 227 653 35 511 16 292 20 544

AL B AR KL 7 3 C(OURS) 263 108 27 835 4531 4526




60 B HFERFEFIROARAF RO http://xbbjb. swu. edu. cn % 45 %

R2 AMAFBRITANERRMLIEFBEM 4 P5FR3TEE %
DR FAR ACC PR
BE T 2 W 2% 1 AR K T vk (BP) 94. 082 4 32.819 3 90.273 3 94. 559 1
BE T 8% Bk 0 AR T vk (GAD 93.472 1 31.386 5 89. 267 93.600 9
F T AL 58 3R AL AR K J7 12 (SVMD 91.722 7 31.449 9 87.721 3 93.321 4
A SCHRE B AR RN 7 2 (OURS) 98.308 9 13.999 3 96. 981 98. 307

AR 2 B SR A LA

D X F 4 B R EFR DR, A SCH B AR K I 2 550 T 98.31% ., w5 HHEAZ S 2 M3 TR 2 M 45 A
Ay (BPYIE 5 A4S 1 4 4.

2) TR RIGHR FAR ., A SCHE ARG I 7 B me A, 100 13.99%, i HAx 3 Bl Jy ok IR A6 540
#k T 30%.

3) 0 FAG MG RAG IR ACC, A SCHE 9 AR A J7 B35 5 T 96. 9890, wi thHE44 45 2 I 5L T 28
S 100 ARG 7 B (BP)IE 7 AT 43 4.

D) X T A UERSERR PR, ASCH 9 AZAS I 7 B35 81 98 31%, T HiAx 3 Bl 07 ¥ 10 45 o RAGFR R A
it 95%.

bR 4 EERRTT U A L ASSCHR R A ARG 7 B T A T L 3 RO vk . MTITE SE T HoA RihE.
22 2 B B T RLALSS BN E 2 TR,

120
I BP
100 | — H GA - -
] SVM
80 - [] OURS
®
B 60
g\u_l‘
40
O 1 1 1 1
FAR ACC
B2 £2FPHESEKRBETHKE
4 % F

S 1) AL VR — Rl M B ) TSR0 ik s O T AR AG I R ML 5 B A AR R R BT R > B R
GBS R, T R R AR SORE SCHF 1) R AL PR R AR S BIS A5 Sk R . M T — BB A R 2% AR A
Jrik s JRE R TR B BRI AR A S R e B TS A h . JERE T R48 4 e SR LY K-Cup 11
Bln e, IFLIBET R S B ARKGIN J7 3 . B T AL ik A9 ARG I J7 3k . 8 T A% G0 S 1 i LI AR
RN J5 1A o Pk, SR 25 SRR T A SCH I A 05 i A A 1R L SRR A ORI R L AR T A T
HE 3 M7k 3 A ] T 2% 2 4 s A AR AG U

S %30k

[1] SEDJELMACI H, SENOUCI S M, ABU-RGHEFF M A. An Efficient and Lightweight Intrusion Detection Mechanism
for Service-Oriented Vehicular Networks [J]. IEEE Internet of Things Journal, 2014, 1(6): 570-577.

(2] #/NAE. RPN %2 ARG Rt SR [T, A58, 2017(10): 142-143.

(3] xIME, £HE NEFEELERPHEAR PO 25 22 4 P A (5 SRR 5 AR I AR L], =80k ' 59l
2017, 33(3): 133.

[4] AL-YASEEN W L, OTHMAN Z A, NAZRI M Z A. Multi-Level Hybrid Support Vector Machine and Extreme Learn-
ing Machine Based on Modified K-Means for Intrusion Detection System [ J]. Expert Systems with Applications, 2017,




%1 GRE IS ELICE 2 PNt E S 61

67: 296-303.

(5] WFE, SN2, NG ARKN 5 IHEIL N4 22 R REN [J]. M2 2EARSMA, 2017(11): 143-144.

[6] LIUXZX, ZHUPD, ZHANG Y, et al. A Collaborative Intrusion Detection Mechanism Against False Data Injection At-
tack in Advanced Metering Infrastructure [ J]. IEEE Transactions on Smart Grid, 2015, 6(5): 2435-2443.

(7] BREER. B7 k5 AR 5 AR B S 1 2B 42 2480 [T, B EBFHE . 2018(6): 39-40.

[8] HODO E, BELLEKENS X, HAMILTON A, et al. Threat Analysis of IoT Networks Using Artificial Neural Network
Intrusion Detection System [J]. Tetrahedron Letters, 2017, 42(39): 6865-6867.

(9] L g, FFT, WHEIF. JETH N Je R e R 5k K R AR b i 8 [T i8R, 2012, 39(4) .
223-226.

[10] BEA. BT M BP k5 R AE M4 AR pg il [J]. SREFHA, 2017, 40(11): 91-94.

[11] BOSTANI H, SHEIKHAN M. Modification of Supervised OPF-based Intrusion Detection Systems Using Unsupervised
Learning and Social Network Concept [J]. Pattern Recognition, 2017, 62: 56-72.

[12] LEUF Y, TSAIK L, HSIAO Y T, et al. An Internal Intrusion Detection and Protection System by Using Data Mining
and Forensic Techniques [J]. IEEE Systems Journal, 2017, 11(2) . 427-438.

Support Vector Machine Method for Network Intrusion Detection

ZHOU Fei-fei

College of Information Engineering s Zhengzhou Shengda University Of Economics, Business and Management, Zhengzhou 451191, China

Abstract: With the increasing of network information and the increasing complexity of attack means, the
network security field is facing more and more severe challenges. In order to improve the current situation
of network intrusion detection technology. a method of network intrusion detection based on the fusion of
support vector machine and decision set theory has been proposed. The detection process is completed by
defining the rule information, attack information and boundary information accurately. The intrusion de-
tection methods based on neural network, genetic algorithm and traditional support vector machine have
been selected as comparison algorithms, and experiments been carried out under K-Cup test data set. The
experimental results show that the proposed method has higher recall rate, accuracy rate, precision rate
and lower false detection rate, and its performance is obviously superior to the other three methods, which
can be applied in the field of intrusion detection.
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