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A Federated Cloud Computing Framework
for Adaptive Network Defense

ZOU Jin-song', TANG Xu?

1. Putian Big Data Industrial , Chongqing College of Water Resources and Electric Engineering College , Chongqing 402160, China ;
2. Scientific And Technical Department, Chongqing University , Chongging 400044 , China

Abstract: In order to solve the problem of network security defense strategy deployment in cloud compu-
ting, an integrated cloud computing framework for adaptive network defense has been proposed. The
framework consists of the governance layer and the interoperability layer, using the LocalHub, StateHub,
and FederalHub three hubs to connect the independent management layer to compute and to deploy net-
work defense strategies based on different events in cloud computing, which meet the needs and complex
services needed for deploying network defense solutions and distributed computing. In this paper, the inte-
grated cloud computing system model and its building blocks have been presented, as well as the benefits
and implementation challenges of the proposed model. With the cloud computing integrated framework,
the problems of end users have been solved. Experiments show that when a higher-level joint framework is
involved in the event response, the corresponding delay becomes higher and the probability of successful e-
vent response increases. Besides, in the federated cloud computing framework, the performance of net-
work defense is better than that of the other two cloud computing frameworks.

Key words: cloud computing; Adaptive Network Security; Integrated Cloud Computing Framework; Big

Data Analysis
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