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WE: ARMEEHHE P AR S Z R REHEECE, BT M EH P L NSRS, 325 F 3R 55 28
S5 T8 R B A 41 0% (Public Key Encryption with Keyword Search, PEKS)#8 &ZHE%. it = 4k & Gl ol 77
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AR R . AR K SN B AR N X B L B A AR R T SR R A R R, R i A
BT R RN A% (Public Key Encryption with Keyword Search, PEKS) = 1£fif %, WA
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U RGBT AN R AR 5 4, ARG 8 ok — ZR 9 300k R SR g 52 30 22 F P R0 R SO Y s s A B[] s R AR
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First-move First-failure % .
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{interface)

StorageProvider StorageProviderSolver
+ get(key: StorageKey): JSONObject ) . )
+ put(key: StorageKey, range: HttpByteRage, < ProviderMap: Map
in: Stream, md5: byte[]): Map . . . ’
+ delete(key: StorageKey): void + changeProvider(provider: StorgaeProvider): void
+ head(key: StorageKey): Map + getProvider(enterpriseld: String): StorgaeProvider

+ list(key: StorageKey): Map

B2 AHilEshERsEXELA
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2.1 WMAR% = PEKS

WAR %5 4% PEKS {1 (KeyGen, DS-PEKS, DS-Trapdoor, FrontTest, BackTest) 2 Jit,, KeyGen 2 3% A F
A ST i R S I 55 g 00 B/ FABR N B BIF T AR RS DS-TrapDoor s&2 A JF . M7E1Z 58 PEKS H Trap-
Door 52 AW MALVBVE A, X2l T3 2 DR S5 A ) 1 5. fEfL ey PEKS h B
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OGRS, A AT BE S P 8 22 4. TEXUIR 55 4% PEKS HEZE T, A TFBA T A B i, il 2 4>
M7 R 55 2518 1T R 7% FrontTest fil Backtest, S = fA6f 9 1E &2 2k, WUk %5 #F PEKS HE4E 45
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D) Setup(1") . LLZEZH NiA . LA LS HL P
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3) DS-PEKS(P. pkes s pkis» whki) o LAFT 3 R 55 &% 09 A8 pkes o J5 6 055 45 B9 A 8 pkes FOCHET wky 1
M F i wk 1) PEKS 2 3C CT,, 5
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WA BT T,

5) FrontTest(P,skes s CTo » To, ) PRI IR 55 8% % 81 skes« PEKS 2 3C CT., MBETT T, 1ENEIA
i B AR DR S Crrs 5

6) BackTest(P,skys.Cirs) s PLRGESH P, 5 G M55 A HH skes MATFNEARES Cros EREIA L Hath
ML ZE R 0 3 15

Xt F AT AT X4 7wk, wk, I CT, < DS-PEKS(P, pkes » pkess wki) s T.i, < DS-Trapdoor(P, pkss ,
pkps s wk,) o WA
0 kw, = kw,
1 kw, # kw,

TR R RS AR RE SR LT, Pl L Setup B AR Y 22BN B9 S
(] 125 44 1 9 225 AL 2 Setup FIEFIBHER . b TR & DR ENERE, il T 2228 Hi4e
ZHNE J AR X FR B R Sk A i A B B SR T LU R R R et X T RESH P,
Ml Setup Bk, UIZ2SHA N A, 7T L1 RESEC P, HILUE UGS #5028 / BB X
2.2 ZMRIZEFEBES hash FE

i T O B 4 R 8 RUIR 55 4 2 5 0 4% 10 %0 B 32 - 3T % hash BRE(Smooth Projective Hash
Function, SPHF), SPHF E# T X M NPIEF L EXW, Hf LCX. #BES LAESY L, BILTF
5 fh A (SPHFSetup, HashKG, ProjKG, Hash, ProjHash) 5% ¥. SPHF &4t (3% 1).

BackTest(P, skpss Cirs) = {
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% 1 SPHF R%itHH
RV iy
SPHFSetup(1*) 4R B param, NP iEF L f#idk
HashKG(L, param) Hash #44H hk
ProjKG(hk, L, param) B hp
Hash(hk, L, param, W) Hash {H hve Y
ProjHash(hk, L, param, W, w) Hash {f hv'
Hr, W e X\L RBRiET . FIERE hash sRg08 & 0% F-F g e, X TiEd w, B2k
Hash(hk,L,param, W) = ProjHash(hk,L,param, W, w) (D
XTEE W e X\L, PUF 2 e geit B2 AT X719 (8 3).
V, = {(L,param,W,hp,hv) | hv = Hash(hk,L,param, W)} (2)
V, = {(L,param,W,hp,hv) | hv < Y} (3)
W*
L @ 5 hv*
AW@ N
® %At  Aw
@ .W‘T\—bé\ hv
. 1 h '
W =~ \Y’F,/ - > v
1:"‘:7(3‘?—/\\ s hv .-
el | BE L
A — o,
X\L

A3 %MHREZAS SPHF
FEx) SPHE, $Hh—Fp & VeI SPHE, A LUA: B 5 42 4 10 5C Bl 48 R 09 DU 55 &8 A B, anfsl 3
R XA Woe L, Gbds w il aw € W, f7fE—4 W' € L, flift aw@Q W = W' X FAEER W,
W, €L, wi,w €W, ffE—=4NW €L, HWOW, =W. iFE 3455 0E LN
DO: YW,,.W,e L. WOW, € L
2)@: Vy.vne€Y,. i@y, €Y
DO, D: VW, w, EW, wOw, €E W, w, Pw, €W
) X: YweW, Y Wel, wxWe Ll
5 c: VYwe W, Vye Y, weye Y
AN A SPHE 2R IS 218 5 W & AR AT . iRl Ll 2 LU TR, W e 2 4tk M sy,
DX TEEWe L. we W, aAwe W, IIF
Hash(hk, Aw @ W) = Aw ¢ Hash(hk, W) (4)
HAw@QW =W, A
ProjHash(hp, W*, w*) = Aw ¢ ProjHash(hp, W, w) (5)
Hfw = AwOw.
D XMF VYW, WoeL, Ywi, w, € W, £

Hash(hk, W,;@©W,) = Hash(hk, W,) ® Hash(hk, W,) (6)
%,l W, @ W, = W’, 75
ProjHash(hp, W', w') = ProjHash(hp, W, , w;) ® ProjHash(hp, W,, w,) 7

Hhw' = w, @ w,.
MRS 8% hash sRABEWS MY 8 ] FOCHE F I R BUIR 55 a8 S S % . 1808 T REEQL M %
2.
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3 XBWEREHH
N T RAEARSC ARG A RN N 2 DT AT LI UE . DX 2z A7 6 22 48 B9 Pk RE A Al Sk 2R 17
L AUE . QX2 A AT XU S5 A% PESKS 191+ 5 AR HEAT S92 50 56 11k
K2 TR B AR R X AR, X T R GESCHR 10 ] b A7 2k T 5% 1 SR s R N s A AR
2R, SCHERLLS T A RO s RIS = A7 i 05 58 SCHRL L6 I A 2 T IR A i 1) = A7 6 R 48 . SCBRL L7 A
Z 55 s 22 ML T N B ATAE.
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I3 2 M 4 45 P g g i i
ZH P b i b D 2
KEEZ A5 Y e JE: B B D &
KAtk I & i i b=
SCAR R = w = = w
AR R = w i i =
£ IRk % % I & i i b=
g P i & = =
Xt KGA = 5 i i i

Xt KGA i 7w i 2 X0 4 74 I 25 i (Keyword Guess Attack, KGA). W3 2 ffLLFH, &
SO 55 4 () PEKS HEZE =i A7 RGAEVERE AR THABIA IR, WHALRGE R T3 2 M55, A
Rk T Bk s I A T S AR B A R AN [ WA o B 8 A )4k s R Master / Work-
ers WIS EL R BIE 10 0F L 12 E . a3 A5 . PASIZE v Al First-move First-failure 58 B {8 3E £ F F' kK
PERAAARERICR s 8 R4 S SO S B B A% PRIESCHF b AR/ T 3. Jibh, BT MRS SPHE 1y
W 55 #% PEKS 48 RAELL, Zetk RS SPHF Az gl G 1 R I AU 55 a8 A S . PR uE ) P 88l 2 4, Jf
REfEXTPT KGA Y. B 4 g5t 72 &4 F » SR D7 58 591 38w iz Bsf ]

M4 TR DUE . Rl IT R T SR B . SO b A 51 2o e 1 R ) ek BS n, 2 9F 1E SR BGA B
800 LAJS » V- Xy Ji B[R] 3 A1 s B2 A8 K. AN 3 AR SC = A7 22 40 W ~F- 287 ) 7 I ] B B 7B R GEAR 2L D, X
&K Master / Workers #i3 A F1 22 3p fil First-move First-failure $&BSAFEE T 22 FH P R SO B TR A8 55 2R

LS Rl LUE Y, A 6] 1 IF iR B GR T B/ #ds R AR A DR G B T R T SR B 1
. EAEMEIRERE I, NS A LB RFEEWE S OLH T ARk, BT HMmR%.
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VERRDWAFE IR 55 - Fp AT IVEAR W B O T o s AF 6B e o5 O R A R P, ST “al {5 B &
A7 IR 55 7 — 2 I 1) A O TE A RO A58, T I A AR T I o i 6 430 A U R R 55 2% . OF ELJT
TR B B U E A 38 AR S5 AR . 6 AR RV R A9 P SR L SRR R A IR 55 AR B, B IR AR IR



130 B HFERFEFIROARAF RO http://xbbjb. swu. edu. cn % 45 #%

AR R, E AR A L DR AT A R A 2 (8] AU R 2 I A5l 55 R B — AN TR NS 5 IR 55 AR Y
A HEPET BR.

N
R=1— > P(X) (8)
X=1

Horp, PO IRATARA A B SRS . X R R IR A R, MR ZETE . AT R A T YR B R A iR
B 0,03, ATLATR A SCRGERY AT REVEIAE] 98. 96 00, 1 R BT K.

XA SC A A7k & G T WU 55 & PEKS B9 31 5518 B8 JE 47T 52 88, X Lo 5 35 A7 SCRR [ 13 v 8 XU &k 1
PEKS. SCHRL18 145 %E Iz 55 2% 9 AT 48 R A F 0% 75 58 - SCHRL 19 T v Bt 5 B 1wl A5 0 g ot 199 ] 48 38 28 B0 %
JrgE. R 3T PRREXT AR . P I R AL O ms ., SO E IR 1T LA bit.

R3 ANAREEEAFEHMNLER

it I SCHk[13] k(18] k19 ENS'S
IR I 4% B ] 6. 85 32. 84 20. 08 3.34
B 17177 A B[] 0. 22 48.93 7.54 0.15
) 358 et 1] 2.21 78. 06 57.12 1.15
S K i 1024 2 048 1024 1024
Ml TR EE 160 2 048 512 100

sk 3 pras s BT A B 7 2013 1. [18 ). [19 190 248 Az il PEKS % SCHII X 49 18] 547 e %k 7380, Dk
RO T AR I %, BRSO RATE EARMECX 5. W3R 3 AT LI Y, A SOy v A e TSR0
T JH TR A5 T A 2 IR i B A

4 45 1}

ABA =R Z PR R I I3 2 B ARG, 3 T WU S & PEKS #IRHELL, XF 4550 )2 . JE5I A
FAED| 2B 55 W . First-move First-failure 35 1% Master/ Workers #1302 S £ M 7 & SPHF 48
2y PRIE T ORE P I R DI A5 SO EAE AT B R R R R v Z NS N, 1T TR RS
WA RERCR R RR0%. SEOn g AR W], 2R 55 25 JE A I 55 0 ol {5 2 4 5 3 98. 96 60 FAT) ™ AP 3y
FEIF ALy 0. 15 ms, AHECT A HAB I % . XF 2 P BA B & i ARESCR A R80CR, WA SO =
Pl 2 G A ZME SR HAT T A7 P A ALk
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Efficient Cloud Storage System Based on
Dual Server PEKS Framework

HUANG Feng-liang', QIAN Xiao-jie?

1. Practice Teaching Center, Zhengzhou Railway Vocational & Technical College, Zhengzhou 451460 China ;
2. School of Information Engineering , Zhengzhou University , Zhengzhou 450001, China

Abstract: In order to reduce the cost of cloud storage users and to improve the efficiency of secure cloud
storage, a multi-user concurrent cloud storage system has been designed, and a public key encryption with
keyword search (PEKS) search framework based on dual server is proposed. The cloud storage system has
been designed to freely switch between multiple storage method through the storage engine dynamic poli-
cy. It uses hardware load balancing, intermediate buffering and First-move First-failure strategy to deal
with a large number of user access, improving request response rate and system stability. Parallel Master /
Workers mode effectively handles a single large file request, and through the token mechanism for file
transfer recovery and concurrent transmission. The proposed dual server PEKS search framework design a
linear homomorphism smooth projection hash function, which makes the proposed search framework have
higher security and solves the security vulnerabilities of traditional PEKS. The experimental results show
that the proposed scheme can prevent internal keyword guessing attacks, and its average response time and
computational efficiency are better than other existing schemes.

Key words: multi-user concurrency; keyword search; dual server; smooth projection hash function; cloud

storage system

REHE A 4



