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Abstract: In the paper, nonnegative matrix factorization has been used to detect privileged program behav-
ior of system monitoring, and then abnormal intrusion behavior been found. In the process of matrix fac-
torization, Alpha-divergence is used as the measurement standard, and genetic programming algorithm is
introduced to optimize the error function in non-negative matrix factorization. In the experiment, we have
tested the system call data obtained from the Sun SPARC workstation of the University of New Mexico and
CICIDS2017 data set. The experiment results show that our method has good performance in intrusion de-
tection for detection accuracy.
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