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A Lightweight Solution to Defend SDN Routing Spoofing Attack

WANG Zhao's, CHEN En-ging”

1. Department of Public Studies, Henan Vocational College of Nursing., Anyang Henan 455000, China ;
2. School of Information Engineering, Zhengzhou University s Zhengzhou 450052, China

Abstract: Aiming at the problem that the detection accuracy of existing technology is not enough for some
specific DDoS attacks, a lightweight solution to defend against route spoofing (RS) attacks in SDN is pro-
posed. By analyzing the causes of route spoofing, the scheme designs a selective blocking extension module
on the data plane OpenFlow switch. Once the detector discovers RS attacks, the switch sends the genera-
ted alarm packet to the controller, which prevents the attacker node from maliciously using the active com-
munication path of other users by sending forward rules. The simulation results show that the proposed
method can effectively detect DDoS attacks in SDN, and the relevant indicators fully show the feasibility
and correctness of the solution.

Key words: software-defined networking; network security; DDoS attack; route spoofing
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