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DDoS Attack Detection Based on Parallel
Accumulation Ranker Algorithm and Active Learning

WANG Hui', ZHANG Xue-jun®

1. School of Art, Liuzhou Vocational and Technical College , Liuzhou Guangxi 545006 , China ;
2. Beijing Institute of Control and Electronic Technology , Beijing 100038, China

Abstract: To classify accurately and quickly large capacity network traffic in high-speed network environ-
ment to detect distributed denial of service (DDoS) attacks, a DDoS attack detection algorithm based on
parallel cumulative ranker algorithm and active learning has been proposed in this paper. In this technique,
the parallel accumulation ranker algorithm has been used to accumulate and rank the traffic features to se-
lect the best feature subset, and the expert module selects the appropriate examples in an unsupervised way
to train the support vector machine binary classifier for detecting DDoS attack traffic, so as to select a
small number of training samples from the data set to generate high precision network traffic classification.
Experiments show that compared with the existing methods, the proposed algorithm is superior to the ex-
isting method performance in classification accuracy and execution speed.

Key words: parallel accumulation rank; active learning; support vector machine; DDoS attack

REHE AL #M



