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Feature Selection Method of Intrusion Detection System Based on

Modified Pigeon-Inspired Optimization Algorithm

WU Feng

College of Information Engineering, Xinyang Agriculture and Forestry University , Xinyang Henan 464000 , China

Abstract: Aiming at the problems of low detection accuracy., long modeling time, and slow convergence in
the current Intrusion Detection System (IDS), a method of feature selection for intrusion detection system
based on modified pigeon-inspired optimization algorithm has been proposed. In this method, pigeon-in-
spired optimization algorithm is used to optimize the uncorrelated features in the data, and to select the
best subset of the features by considering the three indicators of true positive rate (TPR), false positive
rate (FPR) and the number of features. The experimental results show that, compared with the existing
feature selection algorithms, the proposed algorithm has more advantages. and it can reduce the number of
features required to build a robust IDS while ensuring a high detection rate and a low false alarm rate.

Key words: feature selection; intrusion detection system; pigeon-inspired optimization algorithm; Cosine

similarity
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