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Cloud Computing Privacy Protection Algorithm
Based on Siamese Network

ZHU Li-hua'. ZHU Ling-ling®

1. School of Software and Big Data, Changzhou College of Information Technology , Changzhou Jiangsu 213164 , China ;
2. School of Information Science and Technology ., Nantong University, Nantong Jiangsu 226200, China

Abstract: Aiming at the problem that cloud computing is difficult to achieve an acceptable compromise be-

tween accuracy and privacy, a mobile analysis algorithm for cloud computing privacy protection based on

Siam Network has been proposed. The algorithm uses the Siamese network to fine-tune the feature extrac-

tion module to select proprietary features that are suitable for the main task but not suitable for other aux-

iliary tasks. Principal component analysis (PCA) is used to reduce the dimension of the special features to

increase its privacy and reduce the communication overhead. The privacy is further improved by embedding

multi-dimensional noise into the feature vector. Finally, a privacy evaluation method based on statistical a-

nalysis of any sensitive variable is used to evaluate privacy and verify the quality of proprietary feature ex-

traction. Experimental results show that the proposed framework can achieve an ideal balance between

practicality, privacy and accuracy.

Key words: cloud computing; privacy protection; Siamese network structure; deep learning
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