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DDoS Detection Based on Network Traffic Characteristics

and Adaptive Matching Pursuit
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1. College of Big Data Industry, Yancheng Kindergarten Teachers College, Yancheng Jiangsu 224005, China ;

2. School of Computer Science and Technology . China University of Mining and Technology , Xuzhou Jiangsu 221116, China

Abstract: Research on low-density resource exhausted distributed denial of service (DDoS) attack detec-
tion. In this paper a hybrid DDoS attack detection algorithm has been proposed based on network traffic
characteristics and Adaptive Matching Pursuit (AMP). The algorithm extracts the attributes of the net-
work packet from the data set containing the original network packet to generate a feature vector, and then
uses the K-Singular Value Decomposition (K-SVD) method to generate a dictionary with the smallest re-
sidual value in the sense of the Frobenius norm, and then based on the MP algorithm according to each
time The residual vector of the window generates an abnormal indication value, and finally the decision-
making module uses a trained artificial neural network (ANN) to generate alerts. The experimental results
show that for all traffic categories (including non-attack traffic categories), the performance of the pro-
posed algorithm is better than the compared algorithm.

Key words: distributed denial of service attack; adaptive matching pursuit; network traffic characteristics;

intrusion detection system
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