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Secure Multidimensional Data Aggregation Protocol
in Big Data Environment

ZOU Jin-song', LI Fang®

1. Putian Big Data Industry School s Chongqing College of Water Resources & Electric Engineering, Chongqging 402160 , China ;
2. School of Computer Science , Chongqing University , Chongging 400044 , China

Abstract: Aiming at the problem that it is difficult to maintain data confidentiality and integrity while rou-
ting aggregation in Wireless Sensor Networks (WSN), in this paper, a new implicit multi-dimensional data
aggregation protocol has been proposed for wireless sensor networks, which can safely aggregate a large
number of multidimensional data generated by WSN in big data environment. The protocol uses a simple,
lightweight super increasing sequence and additive homomorphic encryption scheme to construct multi-di-
mensional data to protect the confidentiality of the data, uses homomorphic signature scheme to protect the
integrity of the data, and filters the false data packets by checking the integrity of the intermediate nodes
to achieve the freshness of the data. Security analysis shows that the protocol achieves end-to-end security.
Experimental results show that the protocol reduces communication overhead and energy consumption, and
improves the life cycle of sensor networks.

Key words: concealed multidimensional data aggregation; wireless sensor networks; big data; additive ho-

momorphic encryption; digital signature
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