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Intrusion Detection Based on CNN and WDLSTM
in Big Data Environment

LI Faling, PENG Juan

College of Software, Chongqing Institute of Engineering, Chongging 400056 , China

Abstract: To solve the program that traditional network intrusion detection methods are difficult to effec-
tively implement intrusion detection due to the complexity, heterogeneity and large-scale of big data, a
hybrid deep learning model based on convolution neural network and weight-dropped long short-term mem-
ory (CNN-WDLSTM) has beenproposed for network intrusion detection in big data environment. In this
model,CNN is usedto take advantage of the speed-sharing feature of intrusion data to take advantage of its
speed and extract meaningful features from the big data of intrusion detection systems. WDLSTM is used-
to preserve the long-term correlation between the extracted features to prevent over-fitting to the cyclic
connection. The hyper-parameters of the model are optimized based on trial and error. Experimental
results show that the method has good performance in terms of classification accuracy, false positive rate
and average execution time,
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fe . MEFATE (Ace) . FEREE (Pre) . BRI (Recall) . iR T (FAR) Fil F1- 243 (F1l-score).
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CNN-WDLSTM #5416 J2& B45 T E 5 4 iy 35081
R1 EEMRE ZHFS XM

25 W o AR F1-134) TR E#E/ %
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el i ot A [ % F1-15 4 e EMHR/

Normal 1 1 1

Exploits 0. 64 0.8 0.71

DoS 0. 32 0. 27 0.29

Backdoor 0.5 0.07 0.12

Analysis 0. 44 0.09 0. 15

Fuzzers 0.71 0.61 0. 66 98. 43
Generic 1 0.99 0.99

Reconnaissance 0.93 0. 77 0. 84

Shellcode 0. 82 0.79 0. 81

Worms 0.5 0.09 0.15

Weighted avg. 0.98 0.98 0.98
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