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Abstract: In the Internet of Things(IoT), how to tap the trust relationship fully between nodes in the net-
work environment is an important task to identify malicious nodes in the network environment. Aiming at
the problem that existing node evaluation methods cannot effectively deal with the problem of malicious
behavior of nodes, which leads to the problem that they cannot withstand internal attacks on the network,
we propose an 10T node evaluation method based on fuzzy evidence theory. Firstly, we use fuzzy set theory
and add various confidence factors to calculate the direct confidence of network nodes, so as to achieve the
division of node confidence levels. Then the indirect confidence of the node is obtained from the recommen-

dation of neighboring nodes, and the basic confidence function in D-S evidence theory is defined as a fuzzy
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membership function. Finally, the weights of the two confidence values of the node are modified through
the evidence difference, and the confidence of the node is synthesized according to the Dempster combina-
tion rule to obtain the complete confidence of the node. The simulation results show that compared with
the similar methods, the method has better performance, higher accuracy and credibility in terms of net-
work dynamic adaptability, robustness and security. This method can find malicious nodes in a timely and
accurate manner, which reflects the characteristics of “difficult to obtain and easy to lose” node trust value.
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