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Abstract: For the current problems of low security and high communication overhead of multi-server net-
works, this paper proposed a research method of key authentication network security based on cross-com-
bination operation. The method extracted the effective features of data through the random forest algo-
rithm optimized by the bat algorithm, then built a protocol model based on the cross-combination opera-

tion to complete the data discrimination, and finally used the protocol model to detect different types of
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network attacks. The experimental results showed that the proposed cross-combination operation method
can effectively reduce the communication overhead in the network and improve the network security, and
the established protocol model can effectively reduce the harm of network attacks and has certain feasibility.

Key words: cross-combinatorial operations; bat algorithm; random forest algorithm; protocol model; net-

work security
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