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A New Key Management Scheme for AMI of Smart Grid
with Multi-terminal Interconnection Communication
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Abstract: This paper proposed a new key management scheme for advanced metering infrastructure(AMI)
of smart grid with multi-terminal interconnection communication to address the possible information secur-
ity problems in the communication between smart meters and distribution automation systems and distrib-
uted power monitoring systems in smart grid AMI. Then, according to the actual key management needs
of AMI in the power system, a key management architecture was proposed for AMI environment, and the
data-key bi-directional dynamic update strategy was adopted to reduce the risk of network key distribution
depletion and leakage. The algorithm security and performance tests showed that the new key management
method proposed in this paper meet the security needs of data volume measurement in power system, can
effectively guarantee information security in the process of multi-terminal interconnection communication
in smart grid AMI.
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