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Abstract: With the rapid development of power system intelligence, a large number of intelligent terminal
collection devices are connected to the power system. In order to effectively improve the security protection
capability of devices in grid AMI, this paper took the secondary system of power system fee control as an
example, proposed a data security protection technology applicable to the grid AMI environment, realized
two-way identity authentication in the process of grid data transmission by introducing digital certificates,
seized the main information of data under the premise of the insufficient computing power of collection ter-
minals in the grid AMI environment, and obtained a key exchange protocol based on the improved SM2
key exchange protocol was analyzed and tested for specific security performance, overhead analysis and ef-
ficiency. The results showed that the technology had strong security and stability, can effectively reduce
the overhead consumption of communication information exchange on the basis of satisfying the data trans-

mission security of grid AMI, and can meet the communication needs of multiple terminals simultaneous-
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ly, which helped to improve the data transmission security level of grid AMI.
Key words: advanced metering infrastructure(AMD ; national secret algorithm; fee control secondary sys-

tem; power system; intelligent terminal; data security
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